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Abstract: The application of 5G-based communication for pilot protection in a distribution network
with distributed generators is becoming increasingly widespread, but the existence of a 5G communi-
cation transmission data delay adversely affects the rapidity and reliability of the pilot protection
based on the principle of the traditional dynamic time warping distance (DTW) algorithm. There-
fore, to address this problem, and according to the difference in fault currents between distributed
generators and synchronous machines, a new scheme of pilot protection based on the principle of
an improved DTW is proposed. The scheme firstly performs cosine transform on the fault current
sequence, and then it normalizes the DTW value. Finally, the proposed scheme is verified via simula-
tion. The simulation results show that, compared with the traditional DTW, the proposed algorithm
has better anti-delay characteristics and a stronger anti-interference ability, and the scheme can
quickly and reliably identify in-zone and out-of-area faults with strong noise resistance. Further, the
action times for a single-phase ground fault, two-phase ground fault, two-phase-to-phase fault, and
three-phase short-circuit fault were reduced by 2.9 ms, 4.54 ms, 5.81 ms, and 5.89 ms, respectively. In
addition, it is also sui for a distribution network with a high wind and photovoltaic penetration rate.

Keywords: improved dynamic time warping distance algorithm; cosine transform; 5G time delay;
rapidity; reliability

1. Introduction

With the depletion of fossil energy sources and the proposal of environmental protec-
tion policies, distributed generators (DGs) represented by wind power and photovoltaics
play a key role in the new power system. However, DG access has transformed the tra-
ditional single-source radial distribution network into a multi-source network, and the
current distribution has been significantly changed during faults [1,2]. Simultaneously,
power outputs from distributed generators exhibit fluctuations and intermittency [3–5].
These factors present significant challenges to the traditional three-stage protection that is
reliant on fault current settings [6,7], leading to notable decreases in rapidity and reliability.
Considering the fault characteristics and current distribution patterns of distributed gener-
ators, it is undeniable that differential protection is the optimal solution to address these
issues. However, in distribution networks, inflexible and expensive fiber-optic networks
no longer meet the high communication requirements of pilot protection [8], and this
is becoming a major bottleneck in their widespread adoption. Compared to the fourth-
generation mobile network (4G), the fifth-generation mobile network (5G) offers significant
improvements in transmission rate, latency, and stability. The performance characteristics
of 5G, known as “three highs and one low”, align well with the requirements of distribution
network protection [9,10], providing a new solution for the application and promotion of
current differential protection in a distribution network.
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Traditional current pilot protection has very high requirements for data synchroniza-
tion, and 5G networks are prone to jitter, packet loss, and disorder during data transmis-
sion [11]. This will lead to difficulties in maintaining consistency in transceiver routing,
and the traditional timing method based on ping-pong timing is no longer applicable [12].
Therefore, if 5G communication is used as a longitudinal channel to transmit real-time data,
the reliability of the traditional current differential protection will be greatly reduced.

In response to the latency challenges posed by 5G, the dynamic time warping (DTW)
algorithm, known for its strong anti-latency performance and excellent tolerance character-
istics, can be employed in longitudinal differential protection for 5G. Researchers [13–15]
have studied DTW-based differential protection. Reference [13] calculated the similarity
between waveforms at both ends of the contact line using the DTW algorithm to realize
the discrimination of in-zone and out-of-area faults, which improved the reliability of the
protection. Reference [14] utilized DTW to compute the similarity between fault currents
for the purpose of identifying fault types. Furthermore, the study took into consideration
the impact of external interference factors on DTW-based protection and proposed a faster
and more reliable protection scheme. In reference [15], which addressed the fault current
characteristics in distributed generators, a protection scheme suitable for high-proportion
new energy systems was introduced by combining the DTW differential principle with the
ratio-constrained differential principle. This presented a novel approach for a distribution
network with a large proportion of distributed generators. It is evident that DTW has a
wide range of applications, and if a differential protection system is established based on
the principle of DTW, it would be highly suitable for protection research in the context of
5G communication.

For this reason, related scholars have improved DTW. Reference [16] proposed improv-
ing the DTW differential protection scheme, which would solve the time delay problem
existing in 5G communication, allow it to operate reliably under different types of faults,
and exert the advantages of the 5G longitudinal channel. Reference [17] provided a practical
solution for the application of 5G communication technology to the differential protec-
tion of a distribution network by improving DTW, which improved the reliability of the
protection while at the same time maintaining good adaptability to the delay jitter and
asynchronous errors. Reference [18] proposed a novel DTW protection scheme through
a relaxation search and derivative estimation that minimized the impact of data synchro-
nization errors and data loss on protection, and it was applicable in a distribution network
containing distributed generators. Reference [19] introduced a weighted DTW algorithm
that optimized the output values of DTW, mitigating the influence of edge effects and
enhancing the algorithm’s resilience to synchronization errors.

By improving DTW, the above scholars have realized the advantages of DTW in 5G
scenarios, but they have neglected the problem of the “singularity” that occurs when
DTW is matched, which leads to the low efficiency of DTW algorithm metrics and poor
anti-interference ability. Based on the original DTW differential protection scheme, under
the influence of the 5G delay, its rapidity and reliability cannot be guaranteed, and its
protection has the potential for false activations and refusals to operate.

Novelty and Contribution

Aiming at solving the above problems, this paper proposes a pilot protection scheme
for a distribution network containing distributed generators with improved DTW. Com-
pared with traditional DTW, the improved DTW firstly performs the cosine transform on
the fault current sequence and then normalizes the DTW value, which effectively miti-
gates the impact of the 5G delay problem on DTW protection and improves the anti-delay
characteristics and anti-interference ability of the algorithm. The simulation results of this
study showed that during the in-zone fault, the action times for a single-phase ground
fault, two-phase ground fault, two-phase-to-phase fault, and three-phase short-circuit fault
were reduced by 2.9 ms, 4.54 ms, 5.81 ms, and 5.89 ms, respectively. During the out-of-area
fault, there was no refusal of action or false action. In addition, it is also suitable for use
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in scenarios with noise, high wind and photovoltaic penetration rate. The distribution
network model containing the distributed generators was constructed in PSCAD/EMTDC,
and the algorithm was processed in MATLAB. Scenarios under noise, high wind and
photovoltaic penetration rate, as well as in-zone and out-of-area faults, were simulated to
verify the superiority of the proposed scheme.

2. Materials and Methods
2.1. Characterization of the Fault Current in a Distribution Network Containing
Distributed Generators

Current distributed generators mainly consist of wind turbines and photovoltaics.
The fault characteristics of the different distributed generators are similar during a fault,
and a fault current is mainly related to the control strategy [20,21]. The expressions for a
short-circuit current of a distributed generator are as follows [22]:

iφ−DG = 1 + Be−εωnt sin(Aωnt− φ1)− RA2C2e−t/τ + Ce−εωnt sin(Aωnt− φ2) and (1)


ωn =

√
2Kπωc, ε =

√
K

8πωc
, B = 1

2εA

φ1 = arctan
(

2εA
|2ε2−1|

)
, φ2 = arctan

(
A

ωnτ−ε

)
A =

√
1− ε2, C = 1

AR
√

(ωnτ−ε)2+A2

, (2)

where iφ−DG is the fault phase current of a distributed generator, ωc is the cutoff frequency,
ωn is the angular frequency, τ is the time constant, R and L are the equivalent resistance
and equivalent inductance, respectively, and K is a constant. From Equation (1), it can be
seen that the fault is influenced by the control strategy, the short-circuit current contains
harmonic components, the angular frequency will deviate from the industrial frequency,
and a distributed generator’s short-circuit current has obvious weak feed characteristics,
and this presents the amplitude of the non-industrial frequency characteristics.

The synchronous generator fault current can be expressed as follows [23]:

iφ−s =
√

2Eq0 =

(
x′d−x′′d
x′dx′′d

e
− t

T
′′
d +

xd−x′d
xdx′d

e
− t

T′d

)
cos(ωt + ϕφ)

+
√

2Eq0
xd

cos(ωt + ϕφ)−
√

2Eq0 cos ϕφ

xd
e−

t
Ta

(3)

where iφ−s represents the fault current of the synchronous machine; Eq0 is the synchronous
machine potential; xd, x′d, and x′′d are the synchronizing reactance, transient reactance, and
sub-transient reactance of the synchronous machine, respectively; Ta, T′d, and T′′d are the
DC component, transient AC component, and sub-transient AC component wailing time
constants; ω is the industrial angular frequency; and ϕφ is the fault initial angle. The short-
circuit current of the synchronous generator during the fault consists of the attenuation
of the industrial frequency component, steady-state industrial frequency component, and
attenuation of the DC component. The waveform under the fault is an exponentially
decaying industrial frequency sine wave.

By analyzing Equations (1) and (3), it can be concluded that there are significant
differences between the fault characteristics on the distributed generators’ side and those
on the synchronous machine’s side. According to Kirchhoff’s current law, during an in-
zone fault, there is a substantial difference between the fault currents on the two sides.
During an out-of-area fault, the presence of through-currents results in a small difference
between the fault currents on the two sides. Based on the significant difference in the
fault currents between the in-zone and out-of-area situations, this provides a theoretical
foundation for developing a new pilot protection scheme for a distribution network with
distributed generators.
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2.2. 5G-Based Pilot Protection for Distribution Network

With the commercialization of 5G and its development in vertical industries, one of the
three major scenarios of 5G, ultra-reliable and low-latency communications (URLLC), can
be applied in the field of distribution network differential protection [24,25]. A schematic
diagram of URLLC is shown in Figure 1. By introducing network slicing within the 5G
architecture and combining it with mobile edge computing (MEC) [26], the sinking of
user-facing functions, and network function virtualization technology [27,28], the data
processing capabilities of base stations and data centers can be significantly enhanced.
Additionally, the reliability of data transmission can also be guaranteed. Consequently,
data transmission in a 5G URLLC network scenario becomes faster, more secure, and
more confidential.
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Given the above analysis, a 5G URLLC network can provide a new alternative to
optical fibers for the distribution network current differential protection. Such a network
aims to address the communication challenges in the “last mile” of a distribution network.
At the same time, it compensates for the drawbacks of traditional optical fiber channels,
such as high costs, limited flexibility, and long construction periods.

In a 5G URLLC (ultra-reliable and low-latency communication) scenario, the total
latency is primarily composed of the following three components: an airport delay, a bearer
network transmission delay, and a core network delay, as illustrated in Figure 2. If we
denote the total latency as T, it can be expressed by the following formula:

T = TApd + TBntd + TCnd, (4)

where the airport delay is TApd, the bearer network transmission delay is TBntd, and the
core network delay is TCnd.

Regarding the airport delay, in the domestic context of using a TDD (time division
duplex) network with a dual-frame structure, the maximum delay generated during a data
downlink is 3 ms. A bearer network transmission delay consists of data transmission delay
and a delay introduced by the routing equipment forwarding. With existing technologies, a
bearer network transmission delay can be controlled to approximately 0.05 ms [29]. A core
network delay primarily encompasses the time required for data processing, transmission,
and scheduling, and it can typically be controlled to approximately 5 ms [30,31]. However,
due to the presence of latency variations in actual operational scenarios, when considering
a certain margin for latency tolerance, the end-to-end latency in a 5G network can extend
to approximately 10 ms [32,33].
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2.3. Principle of the DTW Algorithm

The dynamic time warping (DTW) distance algorithm is used to measure the similarity
between time sequences [34], and its core idea is to minimize the distance from one sequence
to another by stretching or compressing one of the sequences on its time axis, which can
solve the problem of the temporal offset in the time sequences due to the 5G delay. It is
very suitable for researching 5G pilot protection.

In the two current sequences, R = {r1, r2, · · ·, rm} and T = {t1, t2, · · ·, tn}, m and n
denote the number of currents in the R and T sequences, respectively, and the matching
path of the current sequences R and T is indicated by the colored square elements shown in
Figure 3.
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There exists an optimal path in the two current series, R and T, and the shortest path of
(r1, t1) and (rm, tn) must be satisfied to find the shortest distance from

(
ri, tj−1

)
,
(
ri−1, tj−1

)
,

and
(
ri−1, tj

)
and three points to

(
ri, tj

)
, whose DTW distance is calculated as follows:

DTW(R, T) = min
w

k

∑
s=1

d(ws). (5)

We solved min
w

k
∑

s=1
d(ws) using dynamic programming, and the distance d between

every two points of the two sequences defined the cumulative distance matrix D, which is
given by:

d(i, j) =
(

Ri − Tj
)2 and (6)

D(i, j) = d(i, j) + min


D(i, j− 1)
D(i− 1, j− 1)
D(i− 1, j)

, (7)

where i = 1, 2, . . ., m; j = 1, 2, . . ., n; D(0,0) = 0; and D(i,0) = D(0,j) = +∞.

2.4. Improved DTW Algorithm

The problem of the DTW pathological matching phenomenon has always existed.
Pathological matching refers to the phenomenon where one point in a sequence map
leads to multiple points in another sequence (the singularity phenomenon) [35]. This
phenomenon will reduce the accuracy of a sequence evaluation, and the uncertainty of the
5G delay makes the singularity phenomenon even more prominent while the differential
protection based on the principle of the traditional DTW may face failure and the protection
of the rapidity and reliability will be greatly affected.

The singularity issue can be resolved by introducing a non-uniform transformation
called the cosine transform. This method can add new information that is effective for mea-
suring the distance between time series, reducing the probability of singularity matching
and improving the tolerance characteristics of DTW. It helps solve the asynchronization
problem between the data at both ends of the pilot protection caused by 5G latency and
enhances the protection’s resilience to latency and interference. The specific improvement
approach is as follows:

Sequence R = {R(i) : i = 1, 2, 3, · · ·, m}, the cosine transform is
∼
R ={∼

R(k) : k = 1, 2, 3, · · ·, m
}

, and the formula is as follows:

∼
R(k) =

m

∑
i=1

R(i) cos
[

π

n

(
i− 1

2

)
(k− 1)

]
. (8)

The distance between the points R and T can be replaced with d(i, j) and
•

d(i, j), and
then the new distance between the points R and T can be calculated as follows:

•
d(i, j) =

(∼
Ri −

∼
T j

)2
. (9)

Then the shortest path of the improved DTW is D(i, j), and the formula is as follows:

D(i, j) =
•

d(i, j) + min


D(i, j− 1)
D(i− 1, j− 1)
D(i− 1, j)

. (10)
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According to Equations (9) and (10), it can be seen that the Euclidean distance of the
original DTW is replaced by calculating the distance after the cosine transform, which
makes up for the defects of the original DTW matching at the singularities, and the shortest
paths and the distances between the two points are updated after the improvement, which
improves the matching accuracy of the two different time sequences of R and T. The anti-
delay characteristics and anti-interference capability of the algorithm are strengthened, but
increases in the numbers of matching times and matching paths result in the calculated
DTW distance amplitude also increasing, and the existence of the amplitude error makes
the protection performance worrying, and so the DTW value after the cosine transform
is normalized so as to reduce the impact of the amplitude error on the algorithm. The
normalized DTW value can be recorded as D, as shown in Equation (11) below:

D =
DTW − DTWmin

DTWmax − DTWmin
. (11)

After normalization, the problems caused by DTW after the cosine transform can be
circumvented, and the fault tolerance of DTW can be further improved. The longitudinal
current differential protection based on the principle of the improved DTW, in combination
with the 5G URLLC slicing network scenario, can provide a more reliable protection scheme
in the distribution network containing distributed generators. This also contributes to
the popularization of the application of 5G communication in the longitudinal differential
protection in distribution networks.

2.5. Cosine Transform Based Action Criteria for DTW Protection

From Equation (11), it is evident that the value of D falls within the range [0–1]. It
is defined that the positive direction of the bus current flows in the direction of the line.
For internal faults, the currents on the synchronous machine’s side and the distributed
generator’s side are in the same direction during the fault, and thus, D approaches a value
of one. For normal and external faults, the currents on the synchronous machine’s side and
those on the distributed generator’s side are in an opposite direction during the fault, and
the value of D approaches zero.

Therefore, it is possible to construct protection criteria based on the differences in the
values of D for internal and external faults. By finding an appropriate threshold value, it
becomes possible to effectively identify internal and external faults. If we let Dset represent
the calibration value, then when an internal fault occurs, the value of D should satisfy the
following condition:

D > Dset. (12)

2.6. Protection Value Calibration

The main purpose of protection calibration is to ensure that the protection can still
accurately and quickly recognize faults in a zone under the interference of external unfavor-
able factors. Usually, the protection value needs to be multiplied by a reliability coefficient,
K, to complete the calibration, as follows:

Dset = D× K, (13)

where the value of D lies in [0–1], and for the sensitive, fast, and reliable operation of the
protection, D in Equation (13) takes a value of one. In order to escape errors during normal
operations as well as out-of-area faults, the value of K can be determined by Equation (14)
as follows:

K = K1 × K2 × K3 × Kmar. (14)

In Equation (14), K is the reliability coefficient, K1 is the time delay reliability coefficient,
K2 is the data transmission reliability coefficient, K3 is the amplitude reliability coefficient,
and Kmar is the margin reliability coefficient. After a large number of experiments for
verification, we assigned a delay reliability coefficient of 0.8, a data transmission reliability
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coefficient of 0.8, an amplitude reliability coefficient of 0.7, and a margin reliability coeffi-
cient of 0.9. Through an analysis of Equations (13) and (14), the protection calibration value
could be obtained as follows:

Dset = 1× K = 0.4032. (15)

In order to make it easier to apply in engineering practice and with reference to the
calculated calibration value, the actual calibration value of the protection could be set to
0.4, and then the new protection action criterion was as follows:

D > 0.4. (16)

when the value of D was greater than 0.4 for in-zone faults, there was protection, and when
the value was less than 0.4 for out-of-area faults, there was no protection.

2.7. Protection Realization

Based on the analysis provided in the previous five sections, the discriminative steps
for the proposed protection principle were established as follows:

1. Sample the currents on both sides using the protection device to obtain the fault
waveform sequences for both sides.

2. Transmit a one-side fault current sequence through a 5G longitudinal communication
channel to the opposite side and calculate the value of D based on Equation (11).

3. If the value of D is greater than 0.4, this indicates that there is an internal fault within
the specified area, and the protection system takes action.

4. If the value of D is less than 0.4, this indicates that there is an external fault or a normal
operation status, and the protection system does not take action.

3. Results and Discussion

In order to validate the effectiveness of the proposed scheme, a distribution network
model, as shown in Figure 4, was created in PSCAD/EMTDC, and the proposed protection
scheme was validated in conjunction with MATLAB.
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Figure 4. The distribution network model with distributed generators.

The distribution network had a voltage level of 10 kV, with lengths of AB and BC
measuring 2 km and 4 km, respectively. Load 1, Load 2, Load 3, and Load 4 were all rated
at 2 MV·A. The wind and the photovoltaic capacity were each rated at 1 MV·A. The line
impedance for a positive sequence and a zero sequence was 0.069 + j0.009 Ω/km. The
fault occurrence time was set at 1 s. We employed 5G communication as the longitudinal
data transmission channel, introducing a maximum end-to-end delay of 10 ms for the fault
current on the synchronous machine’s side. This was then compared with the fault current
on the distributed generator’s side. The computer configuration used for the simulations
was as follows: the CPU was an Intel Core i5-7300H (made in Beijing, China), 8 GB of
RAM was used, and the graphics card was a GeForce 1050Ti (made in Beijing, China). The
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operating system was Windows 10 64 bit. The simulation platform included PSCAD 4.6.2
and MATLAB 2022a.

In order to verify the effectiveness of the proposed scheme, as discussed in Section 3.1,
the simulation of an in-zone fault was carried out for a scenario with a wind and photo-
voltaic penetration rate of 25%; as discussed in Section 3.2, the simulation of an out-of-area
fault was conducted for a scenario with a wind and photovoltaic penetration rate of 25%;
as discussed in Section 3.3, the simulation of both an in-zone fault and an out-of-area
fault was performed for a scenario with a wind and photovoltaic penetration rate of 25%,
considering the effect of noise; and as discussed in Section 3.4, the simulation of both
an in-zone fault and an out-of-area fault was conducted for a scenario with a wind and
photovoltaic penetration rate of 50%. The specific simulation results are shown below.

3.1. Failure Analysis in the Zone

Fault location f1 was set between the bus2 and bus3 buses, and the fault occurred as
an in-zone fault. Different fault types in the area were simulated and analyzed, and the
specific simulation results are shown in Figure 5 and Table 1.
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Table 1. In-zone fault action times.

Fault Type
Action Time/ms Promotion

Time/msImproved DTW Original DTW

Single-phase ground fault 21.95 24.85 2.90
Two-phase ground fault 19.84 24.38 4.54

Two-phase-to-phase fault 19.32 25.13 5.81
Three-phase short-circuit fault 18.97 24.86 5.89

The fault action times in the zone are shown below in Table 1.
Based on Figure 5 and Table 1, it can be observed that the protection principle based

on the improved DTW exhibited better latency tolerance characteristics compared to the
original DTW method, the action change curve increased preferentially and reached the
protection value quickly, and the action times for the single-phase ground fault, two-phase
ground fault, two-phase-to-phase fault, and three-phase short-circuit fault were reduced by
2.9 ms, 4.54 ms, 5.81 ms, and 5.89 ms, respectively. Therefore, the new protection scheme
based on the improved DTW offered excellent latency tolerance, a rapid response, and
superior high-speed operation characteristics.

3.2. Out-of-Area Failure Analysis

Fault location f2 was set between the bus1 and bus2 buses, and the fault occurred as
an out-of-area fault. Different fault types in the out-of-area were simulated and analyzed,
and the specific simulation results are shown in Figure 6.
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According to Figure 6, it can be seen that the action values of the two schemes under
the out-of-area fault were much smaller than the protection calibration value, and there
was no false activation. However, the action values of the proposed scheme ranged from
0 to 0.0017, and they tended to be closer to 0. In contrast, the action values of the original
DTW ranged from 0.0005 to 0.00425. Therefore, the proposed scheme demonstrated a
comparative advantage, particularly in the context of out-of-area faults, and it exhibited
superior reliability.
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3.3. Noise Impact Analysis

Considering the noisy electromagnetic environment of the distribution network, noise
was bound to interfere with the use of 5G communication as the longitudinal transmission
channel, and the protection would be exposed to a risk of false activation or even a refusal
to activate, and so it was necessary to analyze the impact of noise on the protection. In the
current simulation process, we simulated a high-noise environment by adding Gaussian
white noise with a high signal-to-noise ratio of 10 dB to the sampled fault current values on
both sides. We conducted separate simulations for in-zone and out-of-area faults under
noisy conditions for the two proposed schemes. The specific simulation results are shown
in Figures 7–9.
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As shown in Figures 7–9, it was evident that in a strong 10 dB noise environment,
under in-zone fault conditions, the improved DTW protection scheme exhibited operation
times of 25.25 ms for a single-phase ground fault, 23 ms for a two-phase-to-phase fault,
22.75 ms for a two-phase ground fault, and 24.75 ms for a three-phase short-circuit fault.
These times met the relay protection operation time requirements.

Although the protection scheme of the original DTW presented the phenomenon of
refusing to operate on a single-phase ground fault, the two-phase-to-phase fault and the
two-phase ground fault exhibited false activations, and the action time of the three-phase
short-circuit fault was 2 ms slower compared to the proposed scheme, and so the action
time of the proposed new scheme was faster.

Under out-of-area fault conditions, although the action values of both schemes were
less than 0.4, the action values of the proposed scheme ranged from 0.015 to 0.08, whereas
the action values of the original DTW ranged from 0.125 to 0.35. Thus, the original DTW
scheme was less noise-tolerant and less fault-tolerant than the proposed new scheme.

In summary, the proposed scheme was able to adapt to the strong noise environment,
it had a strong anti-interference ability, and it retained certain anti-delay characteristics.
Further, it could quickly and reliably identify the faults inside and outside the area, and the
transmission of data in the 5G longitudinal channel was also strongly guaranteed.

3.4. Analysis of the Impact of High Wind and a High Solar Penetration Rate

As discussed in Sections 3.1 and 3.2, when the penetration rate of the distributed
generators was 25%, the proposed protection scheme could correctly recognize the faults
inside and outside the zone and act reliably. However, under the access of the distributed
generators with high penetration rates, it was difficult to maintain the original structural
characteristics of the distribution network, and the protection could be ineffective due to
the complexity of and variability in the currents during the faults. Therefore, we simulated
scenarios where the distributed generators had a high penetration rate (50%) and verified
whether the proposed scheme could act stably and reliably. The specific simulation results
are shown in Table 2 and Figure 10.

As shown in Table 2, when in-zone faults occurred, compared with the scenario where
the penetration rate of the distributed generators was 25%, the action time improvement
was small, and this was mainly due to the fact that in the high-penetration scenario, the
fault current was complex, the algorithm-matching was difficult, and the optimization
time was increased, all of which resulted in a small improvement time for the protection.
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However, the action time of the proposed protection scheme still met the requirements of
the relay protection action time, and so the proposed protection scheme was also applicable
to the distribution network with distributed generators under a high penetration rate.

Table 2. Action times for the faults in the zone at different permeabilities.

DG
Penetration

Rate
Fault Type

Action Time/ms
Promotion
Time/msImproved

DTW
Original

DTW

25%

Single-phase ground fault 21.95 24.85 2.90
Two-phase ground fault 19.84 24.38 4.54

Two-phase-to-phase fault 19.32 25.13 5.81
Three-phase short-circuit fault 18.97 24.86 5.89

50%

Single-phase ground fault 20.76 22.43 1.67
Two-phase ground fault 19.25 20.51 1.26

Two-phase-to-phase fault 19.56 20.57 1.01
Three-phase short-circuit fault 21.25 22.54 1.29
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In Figure 10, it can be seen that in the scenario with a 50% penetration rate for
the distributed generators, when an out-of-area fault occurred, the action values of the
improved DTW were smaller than those of the original DTW. The action values of the
proposed scheme ranged from 0.001 to 0.016, whereas the action values of the original
DTW ranged from 0.002 to 0.018, and thus, the proposed scheme was more reliable under
out-of-area fault conditions.

4. Conclusions

The latency of 5G has resulted in decreases in the rapidity and reliability of lon-
gitudinal current differential protections based on the DTW principle. To address this
issue, we proposed a new 5G pilot protection scheme for distribution networks with dis-
tributed generators, and it was based on an improved DTW approach. We conducted
simulation and validation experiments using the proposed scheme, and we arrived at the
following conclusions:
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1. By cosine-transforming the fault current sequences, the anti-delay and anti-interference
abilities of DTW were enhanced, and at the same time, after normalization, the reliabil-
ity of the algorithm was improved. The scheme based on the principle of an improved
DTW was very suitable for researching pilot protection for 5G communications.

2. The simulation showed that, compared with the traditional DTW pilot protection,
the 5G pilot protection scheme based on the principle of an improved DTW could
quickly and accurately distinguish in-zone and out-of-area faults, and the action
times for a single-phase ground fault, a two-phase ground fault, a two-phase-to-
phase fault, and a three-phase short-circuit fault were reduced by 2.9 ms, 4.54 ms,
5.81 ms, and 5.89 ms, respectively. Meanwhile, the scheme demonstrated strong
noise resistance, and it could continue to act stably and reliably in scenarios with a
high wind and photovoltaic penetration rate, with a good protection performance.
Therefore, the proposed protection scheme has strong applicability in distribution
networks containing distributed generators.

3. The new scheme in this paper was based on a 5G URLLC scenario, and it provides a
new idea for 5G pilot protection that can take advantage of 5G communication in pilot
protection and is conducive to the application and promotion of 5G communication in
the protection of distribution networks containing distributed generators. Currently,
other scholars have conducted relevant research on information security, data loss,
and the self-synchronization of fault information in 5G pilot protection. Therefore, in
future research, it will be essential to integrate and align with the research directions
of other scholars to propose a more reliable and effective pilot protection scheme that
maximizes the advantages of 5G.
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