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Abstract: Healthcare data are considered sensitive and confidential, and storing these sensitive
data in traditional (i.e., centralized) databases may expose risks, such as penetration or data leaks.
Furthermore, patients may have incomplete health records since they visit various healthcare centers
and leave their data scattered in different places. One solution to resolve these problems and permit
patients to own their records is a decentralized personal health record (PHR); this can be achieved
through decentralization and distribution systems, which are fundamental attributes of blockchain
technology. Additionally, the requirements for this solution should be identified to provide practical
solutions for stakeholders. This study aims to identify the key requirements for PHRs. A design
science methodology was utilized to meet the study objectives, and thirteen healthcare experts
were interviewed to elicit the requirements and the previous studies. Thirty-three requirements are
defined, and based on these, high- and low-level architectures are developed and explained. The
result illustrates that the developed solution-based Hyperledger Fabric framework is a promising
method for the achievement of PHRs that guarantee security aspects, such as integrity, confidentiality,
privacy, traceability, and access control.

Keywords: access control; blockchain technology; data owner; identity management; personal
health records

1. Introduction

Healthcare systems currently face the dilemma of having to share medical data or
electronic records with more stakeholders to serve many goals while also maintaining data
integrity and protecting patient privacy. One common issue is the scattering of patient
data in several places due to the fact that patients visit different healthcare providers.
Moreover, reconducting procedures, such as X-ray and computed axial tomography scans,
have drawbacks, such as loss of money and health dangers on top of a noncomplete health
record. Furthermore, storing sensitive data in centralized databases may expose risks, such
as penetration or data leaks. One solution to resolve the above problems and allow patients
to own and control their records is a decentralized personal health record (PHR). According
to Hau et al. [1], PHRs can be achieved through decentralization and distribution systems,
which are fundamental attributes of blockchain technology. Blockchain technology stores
the data and provides a copy of these data on all the connected nodes to continuously
verify the validity of any transaction. A healthcare system based on blockchain offers a
decentralized approach to storing and managing medical data without violating privacy.
This method breaks the data silos of centralized, traditional health information systems. It
enables patients to assemble and own their records without violating privacy [2]. Utilizing a
consortium blockchain for PHRs helps patients have access to their complete health history
at any time and from anywhere at first glance, and it helps physicians to know a patient’s
full medical history before issuing any prescriptions. In addition, a PHR allows for a unified
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source across numerous healthcare organizations after obtaining the patient’s approval [3],
thus reducing the cost paid by patients for a service (i.e., affordability) and saving time [4].
On the other hand, the disclosure of patient data through unauthorized access or data
breaches remains a challenge as it is a threat to patient privacy. Moreover, according to
Arndt [5], many legitimate healthcare providers earn profit from selling these data. Thus,
patients must be aware of who has permission to view their data and the purposes for
which it is used; on top of this, patients should be the ones who benefit first from these data.
Several laws and regulations have been enacted, such as the Health Insurance Portability
and Accountability Act (HIPAA) [6] and the General Data Protection Regulation (GDPR) [7],
to enable the application of guidelines and compliance in the healthcare industry on how
to manage, process, and safeguard personal data; the recent attacks on the healthcare
industry demonstrate that the sector’s data security has challenges, as hackers find it an
easy target [8].

Motivation

According to Lee et al. [9], further research should be conducted that includes more
than one healthcare institution since, in their study, the interviewees were recruited from a
single medical institution (i.e., more research is called for in this field). This encouraged
us to conduct this research in order to expand on the related studies and enrich the health
management industry with a practical solution to increase patient satisfaction in line with
industry benefits. According to a survey conducted by Chukwu and Garg [10], almost
two-thirds of sixty-one studies proposed general models to illustrate how blockchain could
be a promising solution for health records without offering a prototype or implementation.
Moreover, Meier et al. [11] call for more studies based on design knowledge to explore
and accelerate further solutions for health records based on blockchain. According to [12],
due to cybersecurity concerns there is a need to provide more details regarding how users’
data are managed in a blockchain. This research extended our previous proposal [13]
twofold. The first was through a qualitative methodology, where we conducted interviews
with various stakeholders from different healthcare industries. Second, we employed
design science after the requirements were collected and proposed a solution based on
Hyperledger Fabric, a blockchain framework, to illustrate how these could be applied. Our
PHR solution is focused on achieving three objectives:

Data ownership: to ensure patients own and control their data;
Access control: to allow patients to grant, revoke, or deny access to their data to other
healthcare service providers or network researchers;

e Auditability: to allow patients to rigorously know how their data are being used,
giving them authority to revoke access to anyone who has been found to be in violation.

Thus, the main contributions of this research are as follows:

1. It proposes a solution for personal health records based on blockchain to give patients
the power to own and benefit from their data.

2. It introduces Hyperledger Fabric to achieve access control; govern identities for

peers and users; and provide user authentication, credential validation, signature

generation, and verification.

It designs and develops a working prototype based on the defined requirements.

4. Itengages stakeholders from the industry to understand the real needs and to identify
the requirements for PHRs.

5. It evaluates the functionality of the system’s performance using the Hyperledger
Caliper tool.

w

This paper is organized as follows. Section 2 presents an overview of blockchain
technology. Section 3 provides a literature review. Section 4 is the methodology, followed
by the results, discussion in Section 5, and limitations in Section 6. Finally, the conclusions
and future works are presented in Section 7.
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2. Blockchain Technology Overview

Recently, blockchain technology and its applications have gained significant attention
from governments, organizations, and academics around the globe [14]. Blockchain was
first presented through Bitcoin in 2008 by Nakamoto [15] and was created to keep track of
financial transactions. Blockchain can be defined as a “cryptographic, distributed peer-to-
peer ledger system which operates via a number of nodes, all jointly responsible for the
maintenance of a database” [16].

Transactions in a blockchain are digitally signed to ensure their validity and correctness.
Each block is cryptographically connected via a “chain” to the next block; this provides
immutable storage and prevents fraudulent transactions. A node in a blockchain can
be either a physical or a virtual machine with an IP address assigned to it [17]. Each
user in the network has a public key, which is used as a reference, and a private key for
cryptographically signing messages. All transactions stored in the network are replicated
and synchronized on all existing nodes [18].

The blockchain is a distributed ledger technology designed to guarantee security,
privacy, integrity, and traceability [19]. All transactions on the blockchain are verifiable and
safe due to the existence of consensus algorithms that ensure standard agreement across
all nodes in the current ledger state. Consensus algorithms guarantee that any new block
added to the ledger is the sole version upon which all nodes agree [19].

2.1. Blockchain Types
Blockchain requires an understanding of three basic types.

e  Public blockchain

A public blockchain or a permissionless network allows anyone to join a network
without restrictions. Once users are authorized, they are allowed to participate in transac-
tion verification and mining. There are plenty of types of this network, such as Bitcoin and
Ethereum [20,21].

e  Private blockchain

A private blockchain, also known as a permissioned network, is only utilized by a
single organization, and no one outside of this network can join. Examples of this platform
include MultiChain and Hyperledger [20,21].

e  Consortium blockchain

A consortium blockchain is sometimes considered a private blockchain. However, the
main difference is that it allows many trusted organizations with shared interests to join
the network and form a consortium. Examples of this type are R3 and Quorum [20,21].
Figure 1 illustrates the blockchain types.

Blockchain Types

Public Private Consortium

Hyperleger

Bitcoin Ethereum Fabric

Multichain R3 Qurorum

Figure 1. Blockchain types.
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2.2. Hyperledger Fabric

Hyperledger Fabric is a distributed operating system that runs applications written in
popular programming languages such as Go, Java, and Node.js [22]. Hyperledger Fabric
is one kind of Hyperledger framework and was chosen for this study since it enables a
private permissioned consortium blockchain. Hyperledger Fabric has a highly modular
and configurable architecture and has critical features [23], such as the following:

e Itis an open-source framework that permits work with open, widespread program-
ming languages;

e It allows for the creation of private blockchains, which are crucial for supporting
sensitive data;
It does not require a mining process;
It establishes a decentralized trust network of known participants instead of a public
network of anonymous participants.

A Hyperledger Fabric network comprises a group of peers and orderers, which is an
essential component of the network, and other elements, such as channels, policies for
governance, applications, and a membership service for member identities.

3. Related Work
3.1. Access Control and Data Ownership

Electronic health records (EHRs) and PHRs allow physicians and healthcare providers
to access and review their patients” health histories electronically. Various studies have
been pursued to allow patients to control, own, and share their data. Zhuang et al. [24]
proposed a system with two models based on a private Ethereum network to allow patients
to own their data. First, there is a linkage model on the healthcare center’s side that links
EHRs to the blockchain to create a touchpoint for patient visits. Second, there is the request
model, where patients provide permission for a clinic’s physician and then add them to
the authorized list. A patient also has the option to reveal what information the physician
can view and can choose the data they wish to reveal. However, the system has scalability
constraints. Zaabar et al. [25] developed a system to manage patient data from reports or IoT
devices; the solution is based on Hyperledger Fabric and Composer. The solution focuses
on collecting data from IoT devices to monitor a patient’s vital signs, allowing the physician
make the right decision at the right time. The patient has complete control of their EHR,
and the physician must request permission to view it. Similarly, Pawar et al. [26] proposed
a blockchain-based personal health information management system that allows users to
have complete control over their data and the sharing of their data from their medical IoT
devices. The system focuses on an adapter component that collects data from the backend of
a wearable health device and sends it to the blockchain for storage rather than a provider’s
cloud storage. Another work, by Balistri et al. [27], proposed a high-level architectural
solution for collecting and sharing health data while assuring immutability and data privacy.
Following GDPR compliance, each patient has the right to be forgotten in terms of their data.
Another solution for cross-institution and medical data sharing with highly secure data
sharing was proposed by Tang et al. [28]. The system is built on the Ethereum framework
and has two sorts of access based on incentives to allow patients to benefit from sharing their
data. Non-incentive access is normal access provided to a physician, who can then view a
patient’s record. The incentive model is for researchers or marketing companies using these
data for non-medical purposes. Uddin et al. [29] designed architecture for EHRs to ensure
secure and private communication across various stakeholders utilizing Hyperledger
Fabric. The proposed solution gives a patient access control over their record. The solution
provides a general overview of how patients will manage their reports and how blockchain
will be utilized. However, a deeper look is needed to address the real requirements for
stakeholders and what kind of permissions and restrictions they must have. Another
work, by Antwi et al. [30], designed and implemented scenarios based on a Hyperledger
Fabric consortium after determining the general requirements for EHRs. The authors
present experiments and illustrate how the system complies with the GDPR, achieving
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security, privacy, and confidentiality by storing all data on-chain and providing access
control. Considering the user’s perspective, Meier et al. [11] developed three principles
that should be considered when developing solution-based PHRs. First, the data structure
should be unified in order to be easily integrated into the existing ecosystem. Second,
the implementation should have a safe, reliable, and traceable infrastructure to prevent
unauthorized access; finally, it should have an easy-to-use access control mechanism.
The authors continued their work by developing an operational prototype based on a
private blockchain and a Hyperledger Fabric framework. The authors recommended
considering these principles in future works and utilizing consortium blockchain and
stakeholder engagement. Other studies engaged stakeholders to understand their needs.
Dubovitskaya et al. [31] developed an EHR data-sharing framework based on Hyperledger
Fabric, where cancer patients can share their data and give access to physicians, who are
constrained by time. The storage of large amounts of data is off-chain to avoid scalability
issues. However, the study does not cover emergency access. Moreover, only one orderer
was applied, and this was considered a single point of failure. Another solution integrates
cloud computing within the blockchain. For instance, Albahli et al. [32] proposed a generic
EHR model by mixing private and public blockchains so that patients can share their data.
However, scenarios or prototypes based on real frameworks should be addressed to support
such claims. Another work, by Toshniwal et al. [33], presented a high-level architecture
for sharing data among healthcare stakeholders after patient permission is provided. The
authors illustrated a proof of concept based on a private Ethereum blockchain. Another
work, by Leeming et al. [34], presented a general reference architecture for PHRs. According
to the authors, the architecture was designed after analyzing the current application of
health records, and they illustrated how patients can have access control by adopting
blockchain technology. However, the requirements were not illustrated for either the
stakeholders or the patients, and the type of framework that should be utilized was
not given.

From another angle, in the traditional emergency system, patients cannot provide
access permission to emergency personnel to access their PHR. In some cases, a patient may
transfer their record from healthcare centers where no medical record belongs. Few studies
have been conducted to overcome this issue. Rajput et al. [35] proposed a simple framework
for a patient emergency access control system that defines permission access rules through
Hyperledger Fabric. Patients can determine access to their data in emergency conditions
by setting an authorization access control policy for their data through a developed smart
contract. Thus, in an emergency, the medical staff does not need to contact a patient’s
relatives or wait for a third party to approve access to their data. In contrast, the patient
determines and defines an access control policy for their data by enabling an emergency
physician to access their data for a limited time to ensure patient privacy.

Based on the storage of off-chain data in a decentralized file system, in [36] a healthcare
data sharing system was proposed to overcome the performance and scalability issues
of centralized databases. The study mainly focused on the performance analysis of a
network considered for an emergency case of a patient, since traditional and off-chain-based
cloud databases need to be much faster and scalable. The authors proposed a blockchain-
based architecture containing three types of smart contracts: registry contracts for system
protection from malicious users, data contracts for records storage, and permission contracts
for access permission. The experiment showed better results compared to a traditional
approach. However, the mechanism for how emergency conditions will be performed was
not clarified in the architecture or even described.

3.2. Health Records and Patient Incentives

The incentive mechanism encourages patients to contribute their medical data for
research, marketing, or other benefits and to receive incentives such as cryptocurrency.
This mechanism is distinct from the blockchain system’s incentive itself. According to
Stafford and Treiblmaier [37], an incentive mechanism is valuable for patients since they
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are empowered to monetize their private data through EMR applications. Gan et al. [38]
presented a solution for patients to benefit from their data by obtaining a reward for sharing
it with any third party; the proposed implementation method used a private blockchain
network and the Ethereum framework. Another study was conducted by Mohammed
Yakubu and Chen [39] to allow DNA donors to profit from shared genomic data in addition
to having access control on a private blockchain. This solution is driven by the profits that
organizations receive from selling these data, while donors receive nothing. Faber et al. [40]
proposed a general architecture system for patient identity, data management, and access
control. In addition to empowering patients to be the owners of their data, it allows patients
to monetize the sharing of their data with businesses. A patient can receive a reward in two
ways: first, the patient can take the initiative to share their data; second, they can respond
to requests by confirming their permission to share. The patient only receives a reward
once when sharing their data, and they cannot receive a reward when sharing multiple
times, unless there is an update to their data.

3.3. Health Records and Stakeholder Engagement

The stakeholders’ engagement should be considered when they are targeted as
users. Beinke et al. [41] conducted interviews to collect requirements for EHRs based
on blockchain. Thirty-four requirements were identified, both from previous studies and
from stakeholders, and a five-tier architecture-based blockchain was designed as a future
guide for EHRs based on decentralized systems. Nevertheless, the authors did not specify
which framework these requirements and prototypes should be applied to. A survey on
blockchain as a solution for managing health information was conducted by Hau et al. [1].
Patients and physicians were targeted to understand their attitudes regarding managing
patient data. The patients showed a positive impression toward applying this technology
to enhance their lives, as compared to the physicians, who showed a negative impression.
As the research employed a quantitative method, the authors called for more research
utilizing another method, such as interviews, to better understand the real needs and to
obtain more explanations. Another interview-based study was conducted by Stafford and
Treiblmaier [37] with stakeholders to obtain their views on the potential for blockchain to
provide access and control to EMRs. The healthcare providers did not appear enthusiastic
about EHRs because they are not financially viable and because they treat patients as clients.
Moreover, there is a lack of awareness of blockchain and its potential in healthcare. The
study does not reflect the industry’s current situation, and its findings cannot be general-
ized. In addition, the study recommends future research to focus on understanding the
current limitations and problems of user satisfaction with existing healthcare applications
and the possibility of replacing them with blockchain applications.

4. Methodology

As mentioned earlier the aim of this study was to develop a PHR solution to the
existing patient and centralized system dilemma. To achieve this, a practical methodology
was needed. The authors chose the design science (DS) method [42]. The DS method
addresses human-related dilemmas [43] and contributes to the generation of knowledge
for the scientific community. DS is a practical methodology for the information systems
field due to the fact that it is in its nature to solve more problems in this area than in other
areas such as the social sciences [44]. Moreover, it is appropriate as a base for developing a
blockchain-based PHR architecture that researchers in information systems and computer
science commonly use [45]. The first activity of the framework was to explicate the problem;
this activity aimed to precisely formulate the initial problem, justify its significance, and
identify its root causes. A literature review was conducted to determine the related works.

A search for academic publications was conducted in information systems and health-
care databases, such as Sage, Emerald, IEEE Xplore, Springer, ProQuest, PubMed, Sci-
enceDirect, Wiley, JMIR, Hindawi, MDPI, IEEE, Web of Science, and Google Scholar. The
results include related works and their research problems. Additionally, to preserve the
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rigor and quality of this research, conference proceedings, working papers, and book chap-
ters were not considered. Defining requirements was the second activity; this aimed to find
and define an artifact that could overcome the identified problem and elicit requirements
for that artifact. The data collection methods were essential for achieving the research
objectives. Interviews with stakeholders were conducted through purposeful sampling to
gather and accurately identify and recruit various information-rich interviewees [46,47].
Only those with over four years of experience were selected because such participants
would properly understand how health records were used in their working environment.

The researcher briefly introduced the participants to the research objectives and to
how they would benefit and contribute to enriching the research. For ethical considerations,
the researcher asked the participant’s permission before recording the interview, and the
responses ranged between approval and rejection. Ethical principles, including respect
for the person’s privacy, integrity, and confidentiality, were guaranteed. According to [48],
confidentiality is critical to having honest and free discussions during an interview. A
total of 13 interviews were conducted with participants from the public and private sectors
in the Kingdom of Saudi Arabia, and their experience was varied. Table 1 presents the
participants” information. The interviews lasted approximately 40 min on average and
included face-to-face and remote interviews.

Table 1. Stakeholder interviews.

Interviewees’ Information

No. Position Experience Healthcare Provider Sector

1. IT manager 15 Private

2. Medical records manager 6 Private

3. Information and medical records director 21 Government
4 Medical director and implementer of KFMC's electronic health 14 G

. overnment
record system

5. Physician and patient safety and quality manager 20 Private

6. Physician and medical director 12 Private

7 Clinical application speFialist (ERM, ESM, HIM, charge services, and 28 Government

reporting) and executive manager

8. HIS and EMR manager 14 Government
9. IT director 13 Private
10. IT and HIS manager 21 Private
11. Medical records manager 10 Government
12. Deputy medical director (acts as the medical manager) 18 Government
13. Medical records system administrator 7 Private

Thematic or qualitative content analysis was used to analyze the data [49]. Next,
the interview transcripts were entered into Atlas.ti software version 9, which is used for
qualitative data analysis [50], to help manage, organize, and discover richer insights. Three
additional interviews were conducted to verify the results, and no new codes were created.
The data and code saturation was reached in the tenth interview, where information
and codes began to be repeated, and no new codes were generated. The third activity
was to design and develop artifacts to fulfill the collected requirements, including the
artifact’s functionality and structure [42]. Unified modeling language (UML) has been used
in designing different artifacts through the Lucidchart development tool. The high-level
system architecture was illustrated and explained. The proposed Fabric architecture enables
private permissioned blockchains where various healthcare stakeholders and users are
registered and connected using channels to preserve privacy, confidentiality, access control,
and scalability. The fourth activity was the demonstration, which assisted in convincing
the audience of the validity of the idea behind the PHR solution. Moreover, it illustrated
how the developed artifact can be utilized to address the problem in a single illustrative or
real-world case [42]. Below is a summary of the overall architectural solutions design tools:
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1.  Web and mobile applications: a frontend web application for administrators, health-
care centers, and physicians and mobile apps for patients;

2. Node API server: a RESTful API (application programming interface) that uses HTTP
requests to GET, PUT, POST, and DELETE data to the blockchain. It enables external
components to access the blockchain;

3. Hyperledger Fabric network: a blockchain backend platform;

4. Interplanetary file system (IPFS): a peer-to-peer decentralized storage service that
stores vast PDF files such as X-rays with the proper security access, which reduces the
load on the blockchain and enhances performance [51].

Finally, an evaluation phase determined how well the developed prototype works [52].
It was a twofold evaluation: analytical, to study the fit of the PHR-based blockchain
in the technical architecture, and descriptive, featuring detailed scenarios to illustrate
the solution’s utility [53]. Moreover, the Hyperledger Caliper tool was used to test and
evaluate the functionality of the proposed system. Hyperledger Caliper is an open-source
performance assessment method that focuses on benchmarking Hyperledger blockchains
and was developed by the Linux Foundation [54,55]. The performance evaluation was
examined using three metrics:

Transaction throughput: number of successful transactions per second (TPS);

Transaction latency: amount of time for transaction initialization and actual execution (i.e.,
response time);

Success rate: number of successful transactions overall.

Figure 2 illustrates a summary of the design science framework.

p’ ~b
Explicate the Problem ﬂ d 1—2-3 R

Real life problem . . D .
S — Define Requierments ‘3@ d
Interviews (13)
Atlas ti
Thematic analysis Design and Develop
Artifacte
UML
System Architecture Demonstrate and

Hyperledger fabric Evaluate Artifact

Scenarios

Hyperledger Caliper

Figure 2. Summary of the design science methodology.

5. Results and Discussion

This section presents the results and discussion of the study. The data collection,
analysis, and system design and development were performed according to the study’s
objectives. Before demonstrating the system’s requirements, it is worth identifying the
stakeholders of the system to clarify where each requirement falls. The stakeholders were
divided into four categories, as shown below:

e  Primary stakeholders: patients are the pivotal actors and primary beneficiaries of their
records as the owners and data controllers at the first level;

e At the same level, primary stakeholders are also physicians, therapists, and those who
provide advice and treatment to the patient in addition to that of pharmacies and
laboratories, and who add the results of tests and other processes to a health record;

e  Next, secondary stakeholders include insurance organizations who are responsible for
medical approvals, relatives authorized by the patient on behalf of their health record,
and employees responsible for administrative matters;

e  Finally, tertiary stakeholders include government or private agencies, researchers, and
medical institutions.

Figure 3 illustrates the stakeholders.
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® Relatives
®* Employees
Primary Stakeholder IT
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Figure 3. PHR stakeholders, adapted from [41].

The first section illustrates the requirements collected from the academic literature
review and the interviews with PHR stakeholders. These requirements are categorized as
functional, nonfunctional, and system design requirements.

5.1. Functional Requirements

Functional requirements are essential tasks that the system should accomplish in order
to perform tasks. For patient functional requirements, two themes were identified.

5.1.1. Identity Management and Data Ownership

The first theme of functional requirements is identity management and data ownership.
It is necessary and critical for patients to own their medical data and to have sufficient
information about their health situation and to preserve their privacy [56]. The section
below illustrates the codes for this theme.

e  Provide access control

To protect a patient’s privacy, patients should be the owners of their data and have
full access and control based on policies regarding, e.g., those who should have access to
their data, such as physicians, researchers, and relatives [1-3,16,21]. Permission must be
obtained from the patient when anyone tries to view any section of their record. According
to Expert 9, “The patient must provide permission for which type of report the physician
must see”.

e  Share data with researchers and receive incentives

According to a study [16], patients are willing to provide researchers with their data
without revealing their identity (i.e., the option to hide); this will contribute to helping
researchers obtain medical data more smoothly and quickly without impacting patient
privacy. If the patient agrees to provide access to their PHR to researchers or another
party, the patient can be incentivized to reveal such data. According to [37], an incentive
mechanism is valuable for patients since they can monetize their private data through
applications [5,26,34,35].

e  Emergency and relatives’ access

Emergency access to a patient’s record is a critical requirement of PHRs when a patient
is unconscious [57]. Even in many of the research solutions presented for patient health
records using blockchain, this requirement has been overlooked. The medical staff may
require knowledge of the patient’s medical history, where quick decisions must be made or
documented in the PHR. Patients can grant access to their data by enabling an emergency
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physician to access their data for a limited time to assure patient privacy [11,36,57]. Expert
6 stated, “For example, if the patient arrives at Emergency or in a state of unconsciousness
... I can see the complete history, as this makes a difference in the physician’s decision
making”. Another aspect enables relatives to have access to PHRs; this requirement adds
value for patients who cannot manage their records effectively, such as the elderly [41].
According to Expert 7, “The elderly represent a large segment of society because they do
not know how to manage their PHR”. Expert 12 states, “Nevertheless, this should be for a
certain period ... there should be a method to enable the patient to cancel the authorization
of other people and not leave it permanently”.

5.1.2. PHR Content

The second theme is the content of the PHR, which means the essential aspects that
should be in a patient’s record to support their healthcare journey.

e  Medical support and appointment reservation

Medical support is another requirement which is necessary to enhance healthcare
services; this supports includes communicating with the physician, providing recommen-
dations or raising awareness regarding a patient’s condition, health education, chatting
with medical support, and sending tips. Moreover, some cases may require immediate
contact by the treating physician. According to Expert 1, “Even if the patient needs urgent
consult, the physician can open the record and know the patient’s situation”. This is in
addition to the ability to reserve an appointment, reschedule, and view all reports with the
option to copy, according to Experts 3, 8, and 9.

e Have all patient details, family history, allergies, and complete medical history

Incomplete health records may lead to mistreatment, putting patients’ lives at risk.
Knowing the current patient’s medical history is critical; for example, it is necessary to
know the sensitivity to medicines or foods and to have them with them whenever needed;
so, if a patient forgets or goes to another healthcare center, it is documented in the PHR
and clear to the physician or expert. Another aspect is having a survey on family disease.
According to Expert 1, “When the patient gets a new record, it would be better to answer
simple questions about genetic or family diseases, so when the physician opens the record,
this information will be visible to him”.

5.1.3. PHR and Stakeholders

This theme illustrates common interests among all stakeholders.
e  Unified medical standards and regulations

The system should have unique record numbers across all participating healthcare
centers that are different from the patient IDs. As Expert 7 illustrates, “There must be a
mechanism to give a unified number to each patient, and then we build on this file. This
number can be used to direct access to the patient’s record, even in emergency situations”.
This, as a result, will allow a healthcare center to share data and transfer a patient to another
healthcare center or physician. According to Expert 12, “If the healthcare center cannot
treat the patient, the healthcare center can transfer the patient to another healthcare center
participating in the blockchain network, and the patient can permit other physicians to
view reports to take additional consultations on their condition”.

5.1.4. Healthcare Provider Administration Issues and PHRs

This theme illustrates the healthcare providers’ requirements that should be considered
from their side when designing PHRs.

e  Keep PHR for patient use and have another for healthcare center administrative use

There are several benefits that a PHR provides to a patient; however, a healthcare
center needs to access PHRs without obtaining patient approval. According to Expert 1,
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“We in the health records department follow the patient’s record and make sure all data
are entered completely and correctly after they leave ... for inpatient, we make sure that
the test form is passed to the physician to monitor the patient’s condition appropriately”
This is called a health services foster; so, waiting for a patient to give a healthcare center
approval will negatively impact the work on medical records. Moreover, physicians should
have the ability to modify PHR reports to correct wrong information for healthcare centers.
According to Expert 1, “It does not make sense to get back to the patient and ask him to
allow us to make modifications to their records ... there is an example that happens daily.
We raise insurance claims, so we do modifications as insurance agencies requests for more
clarification, and we add more details about his condition to know if the insurance approves
the claim or rejects [it]. So, the patient pays the costs, and sometimes the insurance does not
respond until a patient leaves or is discharged”. This should be for administrative tasks,
but patients must not be able to edit or delete reports. “The patient should not be able to
change some results or add or remove reports. The patient should only be able to block or
allow a physician to check his reports”.

e  The section for physician documentation is not visible to a patient without a release option

The system should have a release option for a physician for sensitive reports. As
Expert 4 explains, “There is something we call investigation release and results release, for
example, if a woman has a pregnancy test, and the result comes out. The physician has the
option to allow the analysis to appear for the patient; this is called results or lab release”. In
addition, the system should also have a release option for physicians for sensitive reports;
as Expert 4 stated, “... another person went to the physician with serious symptoms or
for a patient with psychological symptoms indicating that he could commit suicide. The
physician here writes these special notes . .. the physician has a choice whether he releases
so it is clear to another physician who treats the patient, but it is not visible to the patient”.

5.2. System Design Requirements

It is recommended that the system design requirements are in the system so that the
patient and physician have more options.

e  Location features for health recommendation and notification services

Several features, such as notification and geographical location features, can be added
to the system to improve patient healthcare services, for instance, notifications [58] and
geographical location features. Expert 4 says, “If a patient has asthma and the weather is
dusty, the patient is supposed to know this information. So, the system could send an alert
to take a sprayer or change his place, or even if a patient is in a high area, which may cause
shortness of breath.”

e Accessibility features and the right to be forgotten

Because some patients may not be able to utilize the app properly, a guide should
be considered. Patients also suggest improving accessibility, such as for those with visual
impairments [11]. Another aspect is when a patient wants to remove their record, as the
patient has the right to be forgotten in terms of their data, in compliance with the GDPR [7].

e  Two sections for inpatient and outpatient details

According to the conducted interviews, almost all healthcare centers have separate
sections for inpatient and outpatient treatment; these sections have different procedures.
However, this needs to be conducted correctly for all stakeholders. As Expert 7 explains,
“When you open the patient’s record, the system should automatically open it to a window
like a bifurcation ... for example, if the patient is in an inpatient clinic, a bed icon appears,
and if in an outpatient clinic, it shows another icon, and the visit itself, if I open it, shows me
the name of the treating physician with each visit, the medical licenses, even the external
medical prescriptions”.
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5.3. Nonfunctional Requirements

Nonfunctional requirements do not address functionality but refer to system operation
specifications and capabilities, i.e., environmental requirements [42].

e  Mobility and decentralized storage

Mobile health is a rapidly growing field and an essential requirement in healthcare
application domains. As patients become more mobile these days, they desire the same
portability for their health records [59,60]. Another requirement is that decentralized
storage can facilitate faster access to medical data in a protected manner [61] since there is
no single point of failure, and it splits the records storage from a single server into multiple
distributed nodes in the network. In addition, the storage of large files, such as X-rays, will
impact the network’s performance.

e  Performance, scalability, and availability

Performance evaluation plays an essential role in the area of blockchain research, in
particular PHRs; thus, it is critical to assure usability in practice [62]. New solutions should
be assessed in a meaningful way to illustrate their efficiency and effectiveness, as well
as the performance benefits and drawbacks of the new release [54]. “The application’s
performance must be guaranteed for all transactions carried out to be attractive for the user
groups” [41]. In addition, the PHR should be consistent and available to deliver timely
support and treatment options to the patients [63,64].

e  Security and privacy

Currently, security and privacy among healthcare organizations remain challenges [65].
Data leaks and the distribution of patient medical records can have serious consequences,
such as risks to patients’ privacy through the selling of the data on the black market and
malicious attacks that can harm a patient’s reputation and finances [60]. Thus, the system
should be secure and traceable. In addition, a one-time password is required when the user
signs into the system. According to Expert 12, “There must be several layers of security,
such as having a fingerprint or face ID; it is feasible to send the OTP, but it will not be
like the patient’s fingerprint or face... It is required because it may be possible to steal
the patient’s device and try to log in and get the code”. Privacy is also critical, and this
requirement is achieved by applying access control through Hyperledger Fabric.

o Interoperability

In healthcare, interoperability generally focuses on data sharing among business
organizations [66]. Patient-driven interoperability occurs when a patient’s data are made
available via specific standards [67]. With this approach, the patients approve the exchange
of health data with trusted institutions as supervisors. Thus, the data formats should
comply with consistent standards [67-70]. According to Experts 2 and 3, there must
be a unification of medical data standards for all healthcare centers. Each healthcare
center follows a different school in terms of reading and classifying the data. In addition,
nonunified medical data standards lead to the low interoperability of medical information
systems among healthcare providers [2].

e  User friendliness and efficiency

The system should allow users to complete their tasks efficiently, and it should have a
user-friendly graphical interface [71]. Therefore, a user-friendly interface will enhance the
usage of the system so that patients can make reservations and physicians can perform their
work easily [71]. As Expert 6 illustrates, “The system should be easy to use. Now I waste
some time due to the difficulty of navigating between pages; automatic saving and filling
fields are essential”. Expert 2 says, “It should be efficient and fast. I mean, when data are
retrieved, there should not be a hiccup”. Table 2 illustrate summery of PHR requirements.
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Table 2. Summary of PHR requirements.

No. Requirement Reference E1 E2 E3 E4 E5 E6 E7 E8 E9 E10 E11 E12 EI13

Functional Requirements

Identity Management and Data

A Ownership

The system must allow the
1. patient to manage their identity [1-3,16,24]
and be the owner of their data.

The system should provide access
2. control (accept/reject/deny) for [1,2,16,24] *
patients regarding their PHR.

The system should allow patients
to approve/deny access to their

3. data for clinical research (1]
purposes.
The system should allow patients
4, to hide identity and sensitive [11,57] *

data.

The system should allow patients
5. to receive incentives if they agree [37,41,56]
to share data with other parties.

The system should provide
6. emergency access to PHRs based [11,35]
on patient preferences.

The system should provide
relatives with access.

B PHRs and Stakeholders

[41] * * *

The system should allow a
physician to transfer a patient to " %
another physician or healthcare
center.

The system should have a unified
9. record number across all
healthcare centers.

10 The system should be able to ) " . .
" share data with another provider.

1 The system must not allow a } "
) patient to edit or delete reports.

C PHR Content

1. The system should have a survey } " "

of family diseases.

The system should have all
13. patient details and [41] * * * * * * * * * *
medical histories.

The system should allow patients
14.  toview all reports and to have the -
ability to copy them.
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Table 2. Cont.

No. Requirement Reference E1 E2 E3 E4 E5 E6 E7 E8 E9 E10 E11 E12 EI13

Functional Requirements

The system should have medical
support for chatting and tips or
contact information for
physicians.

15.

The system should have a
16. reservation system - * *
for appointments.

Healthcare Provider

D Administration Issues and PHRs
The system should have a release
17.  option for physicians for sensitive - * *

reports.

The system must allow a
18. healthcare center to modify false - * * * * *
information in PHR reports.

The system should have sections
19.  for physician documentation that - * * * * *
are not visible to the patient.

The system should keep PHRs for
20 patient use and have another ) "
’ copy for a healthcare center for

administrative use.

Nonfunctional Requirements

The system should support
controlling the access of channel
1. information based on the user’s [11,19,27,61,67] * *
identity (data privacy, protection,
and confidentiality).

The system should be
2. interoperable and scalable among ~ [60-64,66]
stakeholders.

The system should be usable,
3. allowing users to complete their [54] * *
tasks efficiently.

The system should have the

availability of infrastructure

services that are core to the
blockchain system’s operations.

The system should provide
5. security and [19,52,58]
transaction traceability.

The system should have smart
contract capabilities to validate
transactions, i.e., the execution of
decentralized applications.

[19,52,58,59]
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Table 2. Cont.

Requirement

Reference El E2 E3 E4 E5 E6 E7

E8

E9

E10 E11 E12 E13

Nonfunctional Requirements

The system should provide
two-factor authentication or
fingerprint authorization.

The system should support
mobility and decentralized data
storage.

[51,52,54,58]

System Design Requirements

The system should provide
notification services.

[58]

The system should provide a
right-to-be-forgotten feature.

[27]

The graphical interface of the
system should be user friendly.

[71]

The system should have a
location feature for -
health recommendations.

The system should have two
sections for inpatient and -
outpatient details.

E, refers to expert. *, refers to mentioned requirement by expert.

The stakeholders show a positive view toward PHRs; the first side is health risk
avoidance. Duplicated procedures are one of the drawbacks of scattered healthcare systems.
One of the repeated procedures is having X-ray and CT scanning, which is more dangerous
for patient health. According to Expert 11, “It is not good for the patient to do a CT scan
in one or two days; there must be a long time between the first and the latter because
the human body bears a certain amount of radiation from the radiology equipment, and
another hospital asked for another CT scan, so there would be a danger to the patient that
he was doing two rays in one day”. Thus, blockchain-based PHRs will maintain patient
safety. Moreover, PHRs link with healthcare providers to achieve a unified view of the
patient’s record. According to Expert 8, “One of the problems of current systems is that
the patient’s data is scattered on different databases, which makes it difficult for the doctor
to access them”. However, according to Expert 8, “with the PHR based on a blockchain
system, these problems will be solved as all data is in one place while maintaining data
security and controlling who has its right of access”.

On the other hand, according to Experts 1 and 5, not all PHR aspects can be applied
since they conflict with our standards, CBAHI standards, medical institutions, and inter-
national health standards. However, some points must be taken into consideration while
designing PHRs. As Expert 5 illustrates, “the patient is not authorized to see the entire
record, only specific things because this is an international standard; for example, there are
genetic diseases that affect 50% of people, we must sit with the patient and tell him that
details about the result”. To do so, the proposed system considers this aspect by allowing
physicians to write private data that are only shown to physicians and that can be added to
patient reports later.

Based on the interviews, the stakeholders suggest recommendations before applying
to the decision-makers for PHRs. According to Expert 10, “The system must be unified
for all hospitals. Not every hospital has its system; a legislative body must manage this
implementation instead of wasting budgets on incompatible systems or medical data”.
Expert 6 adds, “Another recommendation for decision-makers is there must be a legislature
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for blockchain applications to illustrate a clear path for its implementation”. PHR allows
unified sources across several medical facilities after obtaining the patient’s permission [3].

5.4. Design of the Proposed System

This section illustrates the proposed solution’s high-level architecture, followed by a

general system implementation scenario and detailed low-level scenarios.

5.4.1. The High-Level Architecture of the Proposed System

The section below illustrates the high-level architecture and implementation details of

Hyperledger Fabric as a solution.

The Logical Structure of Hyperledger Fabric

1.

Presentation layer: the patient can access their PHR from a mobile app or web
browser and interact with a Fabric blockchain network through a system development
kit (SDK).

Data access layer: the SDK provides a simple application programming interface (API)
that encapsulates all access to the ledger by allowing an application to interact with
Fabric. The system provides a security layer so that the system’s members can access
their related documents and information based on their role.

Logic layer: this layer represents the functions of the chaincode for different members,
which are healthcare centers, patients, physicians, etc. In addition, CouchDB and the
ledger store the healthcare center’s information and the transaction history on the
Hyperledger Fabric blockchain to maintain immutability and security. Each member
can request access to the PHR, but they cannot view the record unless the patient
grants them access.

Data storage layer: the system solution contains data that are off-chain and data that
are on-chain to maintain security and efficiency simultaneously; these are:

e  Off-chain: this stores a user’s basic information through the health provider,
including their mobile numbers, email addresses, and hashed passwords, in a
regular secure database to provide them with the ability to delete and remove
their accounts from the system at any time;

e Interplanetary file system (IPFS): a peer-to-peer decentralized storage service
that stores vast PDF files such as X-rays with the proper security access, which
will reduce the load on the blockchain and enhance performance [51].

Figure 4 illustrates the logical layers.

Presentation Layer
Mobile App Q ‘Web Browser SDK
API
Data Access Layer
[ & . a
@ Authorization Authentication
API
Logical Layer
A A Q
- o
Nodes CouchDB Ledger Chaincode
Storage Lzyerg @
Off-chain Interplanetary File System

Figure 4. Logical layers of the solution.
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System Implementation Details

The Hyperledger Fabric framework provides fine-grained access control. At the begin-
ning of a consortium network, there could be two or more healthcare center and network
members, who are patients, physicians, researchers, etc. Each member has specific reading,
creating, updating, and deleting permissions. All stakeholders (healthcare centers, patients,
physicians, insurance, researchers, etc.) need to be identified by the network administrator
or the so-called authority management through a membership service provider (MSP). The
MSP governs the identities of all nodes in the system (clients, peers, and OSNs) and is
responsible for issuing node credentials for authentication and authorization with the help
of a Fabric certificate authority (Fabric CA). The MSP manages identities and permissioned
access for network participants and allows an identity to be trusted and recognized by
the rest of the network. Once all the members are authorized, they can access the system
securely and privately. Authorized users can access the system through the Hyperledger
Fabric software version 2.2 development kit (SDK), which allows applications to interact
with a Fabric blockchain network. The SDK provides a simple application programming
interface (API) that encapsulates all access to the ledger by enabling an application to inter-
act with Fabric, verifying identities, communicating with chaincode queries, or receiving
ledger updates. Once the authorized users log in, they submit a proposal containing the
identity to the endorser nodes; the endorser cryptographically signs a message, called an
endorsement, and sends it back to the client in a proposal response. The client collects
endorsements based on the endorsement policy of the chaincode and passes it to the OSN
to order them into groups of blocks with cryptographic signatures of the ordering peers and
broadcasts these blocks to the committing peers as a final validation step before changes are
made to the ledger. Once this is finished, the block will be written into the ledger. Figure 5
illustrates the system’s implementation.

ransaction
Manager

User L o n L ¥l
Consortium Network
On-Chain PHR I

Browser

85 @
SDK /Client Hyperledger Fabric L

Off-Chain Storage

N :

. A #

Mobile 0 :<

o) : .HP‘]‘\ > , G —

Figure 5. System implementation process.

5.4.2. Implementation and Configuration

The system’s implementation, configuration, and development are illustrated in the
following sections.

Environment Setup

After all the pre-requested development tools are installed, the system will start a test
network with the following:

One orderer;

Four organizations with one peer per organization;
One CouchDB instance per peer;

CA server for the peers and orderer;

One chaincode per organization.

The Hyperledger Fabric framework was installed and configured on the Ubuntu oper-
ating system. Figure 6 shows the installation of the Hyperledger, and Figure 7 shows the
installed Docker containers. Docker containers simplify the running and deployment of
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Hyperledger Fabric’s different tools. After the installation process, the network and con-
sensus protocol configurations are followed by channel creation, as shown in Figure 8. The
third part is the Hyperledger Fabric system’s SDK, as explained in the high- and low-level
architectures and scenarios. This part deals with the execution of the chaincode through
which the transactions of the PHR system are operated and then stored in the ledger.

wnloa
/hyperledger-f g
Total eceiv Kferd ra d Time Current

Time Time Current
pent Left

Jlhyperledge
ubun tu@ip-

Finished adding oOrg4 t
ng chainc channel

uting th the follo

g the path to the chaincode
chainc

supplychain.tar.gz -—-path ../chaincode/supplychain/chaincode-j ript/ --lang node ——Tabel supp

Figure 8. Chaincode deployment in channel and policy.

Implementation Overview

The PHR system was developed for mobile applications to ensure that it can be with
patients who are on the go. For decentralization, our scheme stores medical data using
CouchDB rather than a semi-honest and curious cloud server; this further protects the
privacy of the medical data. In addition, the IPFS allocates a unique hash for each file.

PHR

As mentioned earlier, a vital requirement of the blockchain-based PHR is the provision
of different levels of control to different types of users, which means that participants can
be restricted to reading, creating, updating, and/or deleting rights. With the different
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permissions and roles, the number of users accessing the patients” data is significantly
reduced, reducing the risk of a data breach [30]. The healthcare center is authorized to
add physicians and patients to the system. The network administrator has full permission
over the network, i.e., is allowed to add organizations and view all participants. They
also manage researchers, check their identity, and approve them. Figure 9 illustrates the
administrator page to approve or add a researcher.

= Patients

s Doclors Name E Mobiig. Depanmant

&% Researcher
View attachment

Ressarcner fesearchergnaspital.com 05555555 555 NON

3 Hospital

A Labs

Verify View attachment

Figure 9. Administrator page.

Figure 10 illustrates a PHR profile, which includes a patient’s details, wallet, and
the option for whether they would like to appear to researchers for the sharing of their
data. Another requirement is access control; Figure 11 shows the access control, where
patients can approve or deny access to PHRs. In addition, there is a place for appointment
reservations where patients can reserve appointments with a physician, a laboratory, etc.
As shown in Figure 12. Relatives’ access is restricted to a specific period of time, and the
patient’s relatives need to approve the request, which is shown in the profile, as illustrated
in Figure 13. Once approved, the relatives will appear in the patient profile. For emergency
access, the patient will appear in the emergency section. Patients determine whether
physicians can access basic information, allergies, or full details, as shown in Figure 14.
Moreover, access to the patient’s profile is restricted according to an amount of time that is
determined by the patient, as shown in Figure 15.

patName ®
My Details Cmergency
@ A&
My Reports Lab Reports
Doctor Tips My Wallet
Prescription
Show Me To Researcher -
m
= ©
iy Healt ol

Figure 10. Patient profile.
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€  Requests

Here You Can See All Informaton
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Figure 11. Access control.
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Figure 12. Appointment reservation.
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Figure 13. Relatives” Access.
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Figure 14. Emergency access.
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Figure 15. Time restriction.

Researchers

After a researcher is verified and approved by the administrator, the researcher re-
quests access to a PHR after a patient decides to show their data via selecting the option
to share their data in their profile. Moreover, patients have the choice to hide or reveal
their identity, and they can accept a request to access their data with the ability to hide
their identity, as shown in Figure 16 Once a patient agrees to a researcher’s request, the
researcher will pay the patient using a normal credit card or cryptocurrency, as shown in
Figure 17. Once the payment is made, the researcher can download the file, and the patient
receives compensation.
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Figure 16. Hide data.
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YOUR NAME HERE

Cryptocurrency Pay

Figure 17. Researcher payment.

Physician

Once a patient arrives at a clinic, a physician will request that the patient provide
them with access to their PHR. At this moment, the patient will have the option to accept
or reject the access request, as well as to determine the time limit. Once it is accepted, the
physician can review the PHR, write a report, add observations, and write tips, as shown
in Figures 18 and 19.

Add health record Add prescription
ah Patients

PHRRECORD ~ HEALTH RECORD = LABREPORT  PRESCRIPTION TIPS
ah Emergency Patients
PHR d Lab name Created at
$ FiRmowk X2MQMLRVQAS wdbName 1218/2022, 9.09.03 PM View attachment

3 Appointments

A Labs YKeO4VasL793 labName 12182022, 90025 PM View attachment

Figure 18. Physician page.

Add health record

Diagnosis

Private data

Department

Upload File

Figure 19. Physician enters data.

6. System Evaluation

The proposed system was evaluated; the evaluation was conducted with Amazon Web
Services (AWS) EC2 (2.2xlarge) on a computer with an e core CPU, 32 GB RAM, running
Ubuntu 22.04 LTS using the Hyperledger Caliper tool version 0.3.2. The performance
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metrics test was threefold: transaction throughput, latency, and send rate. The success rate
and throughput were measured in TPS and the latency in seconds. The test benchmark was
to execute a chaincode to query access to a PHR. The system was tested in five test rounds
submitted at fixed rates of 100, 200,300,400, and 500. There are two types of transactions
specified by Caliper: query and open transactions [72]. Query transactions perform a
simple read from the state CouchDB, while open transactions perform one read and one
write operation per transaction. The result of the evaluation was successful, with a 100%
success rate and 0 fails.

Figure 20 presents a summary of the system’s latency. The average latencies were
0.02 s for all rounds. This resulted in an overall average latency of 0.01 s, a maximum
overall latency of 0.03, and a minimum overall latency of 0.01 s. Thus, the amount of time
for the transaction initialization and actual execution was less than 1 s, which is a good
latency metric.

0.04
_8 0.03 0.03 0.03 0.03 0.03
§ 0.03
e 0.02 0.02 0.02 0.02 0.02
g 0.02
9 0.0 0.0 0.0 0.0 0.0
O 0.01
3
0
1 2 3 4 5
B Max Latency (s) 0.03 0.03 0.03 0.03 0.03
H Min Latency (s) 0.01 0.01 0.01 0.01 0.01
B Avg Latency (s) 0.02 0.02 0.02 0.02 0.02

Figure 20. Summary of the query latency.

Figure 21 presents a summary of the system throughput. As mentioned earlier, five
rounds were run from 100 to 500 transactions. The overall number of successful TPS was
approximately the same for each round, and it slightly decreased as more transactions were
sent. The overall average throughput was 262.56 per second.
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Figure 21. Summary of the query throughput.
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Figure 22 presents a summary of the open latency. The average latencies were 0.74 s
for round 1; 1.56 for round 2; and 2.21, 3.01, and 3.43 for rounds 3, 4, and 5, respectively.
This resulted in an overall average latency of 2.19 s, a maximum overall latency of 4.082,
and a minimum overall latency of 0.832 s. Figure 23 illustrates a summary of the open
throughput. It can be seen that the throughput on the open function was lower than on
the query function. The throughputs on all rounds were almost equal for all rounds at
approximately 36 TPS. It can be seen that both the throughput and the latency increase
with the increasing number of synchronized transactions. Moreover, this also indicates that
the system reached its maximum ability to handle and queue the remaining transactions
for the following processing [72]. Overall, the constant stability of the throughput indicates
Hyperledger’s reliability and availability [73].
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Figure 22. Summary of the open latency.
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Figure 23. Summary of the open throughput.

In summary, all the transactions were successful, with a 100% success rate. It is
important to note that the hardware configuration, blockchain network design, consensus
algorithms, complexity, and operation of the chaincode affect the throughput, latency, and
send rate of a blockchain-based system’s performance [74]. Thus, these findings could vary
depending on the test environment [54], as shown below in the comparison.

6.1. Comparison with an Empirical Study

This section compares the performance of this study to that of the study in [73];
the performances were similar, using the same benchmarks with the same number of
rounds; however, they had different configurations and a different number of organizations.
Table 3 illustrates the differences. Only the same number of rounds and transactions
were considered.
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Table 3. Performance environment and specifications.

Performance Environment and Specifications

No. This Study Khan et al. (2022) [73]
AWSEC2 (2.2 x large) withan  Intel Xeon®, 2.6 GHz with a 12 core
Configuration 8 core CPU, 32 GBRAM, and CPU, 16 GB RAM, 500 GB disk space,
running Ubuntu 22.04 LTS and running Ubuntu 18.04 LTS
Algorithm RAFT RAFT
Originations 4 Organizations 2 Organizations
Peers 1 Peer each 1 Peer each
6.2. Latency

The first comparison benchmark was latency. Figure 24 illustrates the query transac-
tions, where the blue bars represent Kahn et al.’s study, and the orange bars represent this
study. The latency of the query transaction was less than one millisecond for all rounds.
In contrast, in the other study, the first round was only 1 s less, and it increased as the
transactions increased, with approximately 1 s for each round.

Latency Query Transaction

435
3.62

35

3 2.26

2
\: 1.24

1 044 I
0.5 0.01 0.01 0.01 0.01 0.01

[
1 2 3 4 5

B (Khan et al., 2022) 0.44 1.24 2.26 3.62 4.35
This study 0.01 0.01 0.01 0.01 0.01

Latency
N
9]

Figure 24. Latency query transactions [73].

On the other hand, Figure 25 illustrates the open transactions. Our study demonstrated
less than 1 s in the first round, and this slightly increased by less than a second as long as
the transactions increased, reaching 3.43 in the fifth round. In Kahn et al.’s study, the first
two rounds demonstrated more than 2.50 s, and this increased until reaching 7.78 in the
fifth round. In summary, our study’s overall open and query latency transactions were
lower than those of Khan et al.’s study for all rounds.

6.3. Throughput

First, for the open throughput, it was noticed that both this study and Khan et al.’s
study showed a decrease in the transactions per second in all rounds. Our study excelled
over Khan et al.’s study, with slight differences in the TPS in the first three rounds and
at two seconds in the fourth round and fifth round. The overall TPS for our study was
between approximately 35 and 37 TPS, while for Khan et al.’s study it was between 31 and
32 TPS. Figure 26 illustrates a summary of the open throughput.
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Transaction Per Second
O K, N W B U1 O N 0 ©

o (Khan et al., 2022)
M This study

Latency Open Transaction

2.81
1.56
0.74
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2.81 2.56
0.74 1.56

Figure 25. Latency open transactions [73].

40
35
3
2
2
1
1

o Ut O un O

Transaction Per Second

0

B (Khan et al., 2022)
B This study

Throughput (Open)

31.6 32.7
36.5 351

H (Khan et al., 2022)

Figure 26. Summary of the open throughput [73].
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32
37.6

7.78

3.43

7.78
3.43

34.5
31.7

31.7
34.5

For the query throughput, the results show a large difference between this thesis and
Khan et al.’s study. It was approximately higher for the open transactions; however, in this
study, the throughput of the query transactions was higher than almost all transactions sent
if the first three rounds had no delay, and it decreased in the fourth and fifth rounds with
354.3 TPS and 356.1, respectively. Figure 27 illustrates a summary of the query throughput.

Table 4 illustrates an overview of the different performances (i.e., throughput and
latency) under various evaluation environments and systems [73,75]. The comparison
consisted of 1000 transactions, utilizing Hyperledger Caliper and Hyperledger Fabric, and
considered the query and open transaction functions.
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m (Khan et al., 2022) 32.2 35 34.9 36.7 36.7 45.4
This study 100 200 300 354.3 356.1 377.5
Figure 27. Summary of the query throughput [73].
Table 4. Overview of the performances of the different studies.
Latency Throughput
Author Fabric Version Test Environment
Query Open Query Open

Nasir et al. Fabric 0.6 518 5.18 19.26 155 HPC server in Hertz, Xeon® CPU E5-2690, 2.60 GHz,
(2018) [75] Fabric 1.0 137 5.18 461 185 24 core CPU, 64 GB RAM, and running Ubuntu 16.04 LTS
Khan et al. . Intel® Xeon®, 2.6 GHz with 12 core CPU, 16 GB RAM,
(2022) [73] Fabric2.2 674 1966 454 317 500 GB disk space, and running Ubuntu 18.04 LTS
This study Fabric 2.2 0.01 786 3775 345 AWS EC2 (2.2 x large), 8 core CPU, 32 GB RAM, and

running Ubuntu 22.04 LTS

6.4. Limitations

As this research focused on PHRs, some requirements were discarded since they were

related to the differences between PHRs and EHRs, as elaborated in Section 1, which were
as follows:

Functional requirements:

Management of invoices and payments;

Unified medical data standards and regulations;

Sharing data with another health provider;

Keeping PHRs for patient use and having another copy for healthcare centers” admin-
istrative use.

System design requirements:

Accessibility features;
Location features for health recommendations;
Two sections for inpatient and outpatient details.

Additionally, system interoperability is required for EHRs for sharing information;

however, since we used a consortium blockchain, we were not sharing data among stake-
holders; they requested to access patient data to view details.

7. Conclusions

As the current centralized systems are not designed to facilitate the effective manage-

ment of patients’ data across various institutions, this results in the loss of easy access to
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their records, incomplete medical histories, and the disclosure of data without their knowl-
edge via internal fraud, breaches caused by cyberattacks, and other forms of unauthorized
access. This study proposed a solution for patient identity management, data ownership,
and access control by applying a Hyperledger Fabric framework, which is a blockchain-
based distributed ledger. Stakeholders in the industry were engaged to understand the real
needs and to identify the requirements for PHRs. In addition to the requirements identified
in previous studies, this research investigated fifteen new requirements that had not been
found in the previous studies. Next, we designed and developed a prototype based on
the collected requirements to elaborate the solution’s utility by illustrating the high- and
low-level architectures of the implementation process based on defined requirements with
scenarios and demonstrations of the providing of patients with the power to own and
benefit from their data, which was achieved after we applied DS and Hyperledger Fabric
to access control over identity for peers and users, authentication, and verification. The
proposed system was tested using Hyperledger Caliper. The results showed a 100% success
rate in functionality when testing the gaining of access to a PHR. Moreover, the system
received a 100% transaction success rate. Among the interviews, it was discovered that
there was a lack of awareness of blockchain and its potential in the current healthcare
industry in Saudi Arabia. There was also misinterpretation of some aspects of PHRs and
EHRs, resulting in confusion between them, as illustrated in Section 6.4 (Limitations). Our
proposed system could be a first step for healthcare providers who intend to adopt this
technology based on a private blockchain and to utilize our framework, which considers
highly sensitive data and focuses more on applications that put the patient at the center.

A part of this research was presented and published at the 5th International Conference
on Future Networks and Distributed Systems [13]. Our contributions were twofold: major
and minor, as listed below:

7.1. Major Contributions

1.  Proposed a solution for personal health records based on blockchain to give patients
the power to own and benefit from their data;

2. Introduced Hyperledger Fabric to achieve access control and govern identity for

peers and users, user authentication, credential validation, signature generation,

and verification;

Designed and developed a working prototype based on the defined requirements;

4.  Engaged stakeholders from the industry to understand the real needs and to identify
the requirements for PHRs;

5. Evaluated the functionality of the system’s performance using the Hyperledger
Caliper tool.

@

7.2. Minor Contributions

Introduced a mechanism to allow patients to be incentivized to share their data with
researchers, facilitated researchers in accessing patient data in a more straightforward
manner, and connected patients with researchers directly.
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