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Abstract: The integration of cryptographic algorithms like Advanced Encryption Standard (AES)
and Elliptic Curve Cryptography (ECC) is pivotal in bolstering the core attributes of blockchain
technology, especially in achieving decentralization, tamper resistance, and anonymization within
the realm of medical applications. Despite their widespread utilization, the conventional AES and
ECC face significant hurdles in security and efficiency when dealing with expansive medical data,
posing a challenge to the effective preservation of patient privacy. In light of these challenges,
this study introduces HAE (hybrid AES and ECC), an innovative hybrid cryptographic algorithm
that ingeniously amalgamates the robustness of AES with the agility of ECC. HAE is designed to
symmetrically encrypt original data with AES while employing ECC for the asymmetric encryption
of the initial AES key. This strategy not only alleviates the complexities associated with AES key
management but also enhances the algorithm’s security without compromising its efficiency. We
provide an in-depth exposition of HAE’s deployment within a framework tailored for medical
scenarios, offering empirical insights into its enhanced performance metrics. Our experimental
outcomes underscore HAE’s exemplary security, time efficiency, and optimized resource consumption,
affirming its potential as a breakthrough advancement for augmenting blockchain applications in the
medical sector, heralding a new era of enhanced data security and privacy within this critical domain.

Keywords: AES; ECC; blockchain; hybrid cryptographic algorithm

1. Introduction

The widespread collection and storage of digitized medical information have raised sig-
nificant concerns regarding patient privacy and data security, presenting a major challenge
for the medical industry. With its decentralized nature, tamper resistance, and traceability,
blockchain technology holds considerable promise for medical applications. However, data
security and privacy protection warrant careful consideration. Cryptographic algorithms,
which form the backbone of a blockchain, offer a viable solution to address the challenges
posed by large data volumes, diverse data structures, and the complexities of data storage
and sharing in blockchain scenarios.

Several researchers have proposed cryptographic solutions to these challenges. For
instance, Banerjee et al. [1] proposed a blockchain-based, fine-grained user access control
scheme to address data security and privacy protection issues in the low power wide area
network (LPWAN). In this scheme, data collected by IoT smart devices are encrypted using
the cryptographic policy attribute-based encryption algorithm (CP-ABE) and transmitted to
nearby gateway nodes. While this approach enhances security, it also increases the time cost
of network transmission. Li et al. [2] introduced a blockchain-anchored fine-grained access
control scheme, FADB, tailored for vehicular ad hoc network (VANET) data. This scheme
synergizes the blockchain with ciphertext-policy attribute-based encryption (CP-ABE) to
bolster the security of VANET. Within FADB, an enhanced CP-ABE algorithm is deployed,
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offering superior data security and a reduced performance overhead. Notably, the scheme
leverages the blockchain for user identity management and data storage, eliminating the
need for third-party service providers. It also delineates distinct VANET data access privi-
leges based on user attributes. Jadav et al. [3] proposed a secure data exchange framework
called GRADE for machine-type communication (MTC) in a separate study. Based on
blockchain and garlic routing (GR), this framework employs AES encryption to secure the
GR network. Although GRADE offers good security and scalability, its ability to withstand
adversarial attacks and malware threats in real-world scenarios needs further strengthening.
Mazumdar et al. [4] proposed an anonymous endorsement system for the Hyperledger Fab-
ric platform. This system uses ring signatures to conceal the link of the endorser’s identity.
The researchers analyzed the security and performance of the system by varying the size of
the RSA modulus. However, the time efficiency of this system still requires improvement.
Bhattacharjya et al. [5] conceived a lightweight, efficient, and secure hybrid RSA (SHRSA)
messaging scheme, fortified with a four-tier authentication stack. While the scheme ad-
dresses the sluggish RSA decryption and its computational intensity, its security aspects
warrant further exploration. Gupta et al. [6] tackled the vulnerability of the Diffie-Hellman
(DH) algorithm to quantum attacks. They devised a certificate-less data authentication
protocol employing lattice cryptography, which offers protection against quantum threats.
This protocol also facilitates batch validation within a blockchain framework. Chen et al. [7]
integrated the Diffie-Hellman (DH) algorithm'’s digital signature technology to replace
conventional blockchain digital signature methods, enhancing resistance to attacks and
bolstering the security of blockchain digital currency. Saini et al. [8] addressed the security
concerns surrounding electronic medical records (EMRs). They employed the elliptic curve
cryptography (ECC) to encrypt EMRs, subsequently storing them in the cloud. The associ-
ated hash values of these records are integrated into the blockchain. Jia et al. [9] introduced
a privacy-centric authentication protocol tailored for the blockchain and the internet of
medical things (IoMT). This protocol, grounded in elliptic curve cryptography (ECC) and
physical unclonable function (PUF), not only satisfies stringent security criteria but also
boasts minimal communication and computational overheads. Li et al. [10] developed
a privacy-preserving blockchain model with ring signatures. This scheme establishes a
data storage protocol based on elliptic curve ring signatures. Leveraging the inherent
anonymity of ring signatures ensures robust data security and conceals user identity within
blockchain applications. Ghayvat et al. [11] introduced a blockchain-centric confidentiality
privacy protection scheme, CP-BDHCA, to mitigate user latency, excessive computation,
and single-point-of-failure vulnerabilities inherent in healthcare cloud servers. Initially,
the scheme employs elliptic curve cryptography (ECC) for digital signatures, establishing
secure communication among various healthcare entities. Subsequently, it integrates both
AES and RSA to shield cloud servers from malicious threats. Notably, this scheme outper-
forms conventional models in response time and offers robust defense against DoS and
DDoS attacks.

Traditional cryptographic algorithms, like AES, boast impressive time efficiency. Their
rapid encryption and decryption capabilities render them ideal for real-time data processing.
This is particularly pertinent in healthcare applications where immediate data access is
paramount. However, AES, as a symmetric encryption algorithm, uses the same key for
encryption and decryption, which makes the security of the key critical. If the key is
compromised or corrupted, all medical data encrypted using that key may be exposed
or become inaccessible. This necessitates a secure mechanism for key distribution and
management, an increasingly complex task in expansive healthcare systems. On the other
hand, the elliptic curve cryptography (ECC) algorithm offers enhanced security with
reduced key sizes and computational overhead, making it apt for resource-limited settings
such as healthcare environments. Nonetheless, ECC may encounter efficiency challenges
when processing large volumes of data. The computational complexity associated with
ECC can render the encryption and decryption processes relatively sluggish, posing a
concern in situations necessitating real-time access to medical data. Furthermore, if the
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encryption and decryption of medical data are not sufficiently secure or efficient, there is a
risk of exposing sensitive patient information to unauthorized entities. Such exposure could
not only infringe upon patients’ privacy rights but also subject healthcare organizations to
legal liabilities and reputational harm. Consequently, selecting an encryption algorithm
that strikes a balance between security and efficiency is crucial for safeguarding patient
privacy and ensuring the integrity of medical data. To address the challenges of ensuring
data security, facilitating rapid encryption, and simplifying key management complexities,
this paper introduces a hybrid cryptographic algorithm that integrates the strengths of both
AES and ECC. In this approach, AES swiftly encrypts the data, while ECC is employed
to secure the AES key. We apply the hybrid cryptographic algorithm to data storage and
sharing in blockchain healthcare scenarios and experimentally analyze its security, time
efficiency, resource consumption, and advantages. The principal contributions of this paper
are as follows:

1.  We introduce HAE, a hybrid cryptographic algorithm based on AES and ECC. This
algorithm employs AES for data encryption and ECC for encrypting the AES key. This
approach not only ensures data security and algorithmic efficiency but also addresses
the challenges associated with managing AES keys.

2. We have developed a blockchain-based healthcare application framework. Within this
structure, we have seamlessly integrated technologies such as a blockchain and IPFS.
Furthermore, we utilize the HAE hybrid cryptographic algorithm for the encryption
and decryption of medical data.

3. We conducted a series of comparative experiments to underscore the advantages
of HAE. Our results indicate that HAE outperforms other commonly used crypto-
graphic algorithms in the blockchain in terms of security, time efficiency, and resource
consumption.

The paper is ordered as follows. Section 2 provides an overview of AES, ECC, and
blockchain technologies. In Section 3, we detail the encryption and decryption processes of
the hybrid cryptographic algorithm, HAE. Section 4 presents a series of experiments related
to HAE, accompanied by an in-depth analysis of the results. Lastly, Section 5 concludes the
paper and outlines potential avenues for future research.

2. Relevant Knowledge
2.1. Advanced Encryption Standard—AES

The need for data security and privacy protection has become increasingly pressing in
the digital age. Consequently, the research and development of encryption algorithms have
taken on paramount importance. The advanced encryption standard (AES), also known as
the Rijndael encryption algorithm, is a block cipher standard established by the National
Institute of Standards and Technology (NIST) in 2001 [12]. AES operates on data blocks
of 128 bits, and its variants are categorized based on key length: AES-128, AES-192, and
AES-256. Each variant has a different number of encryption rounds, as detailed in Table 1.

Table 1. AES classification.

AES Type Key Length/Bit Packet Length/Bit Encrypted Rounds
AES-128 128 128 10
AES-192 192 128 12
AES-256 256 128 14

The AES algorithm operates on the principle of a block cipher, wherein plaintext data
are divided into fixed-length blocks, and encryption and decryption are achieved through
iterative operations and key expansion. The AES encryption process is depicted in Figure 1.
This process ensures data protection through iterative rounds of encryption, with each
round comprising specific steps such as byte exchange, row shift, column mix, and round
key plus. A detailed breakdown of Figure 1 is as follows:
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1.  Initial Key Plus: The plaintext undergoes an exclusive OR operation with the ini-
tial key.

2. Byte Exchange: Each byte is replaced by referencing a predefined table, known as the
S-box, to introduce confusion.

3. Row Shift: Each row of the plaintext undergoes a cyclic shift to the left, determined
by its row number.

4. Column Mix: Specific mathematical operations are employed to mix the data columns,
enhancing the encryption’s complexity.

5. Round Key Plus: The outcome of each round undergoes an operation with the corre-

sponding round key.
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Figure 1. AES algorithm encryption process.

This procedure is iteratively executed across multiple rounds, with each round utiliz-
ing a distinct round key, culminating in the generation of the final ciphertext.

The AES algorithm has achieved international standardization and has been exten-
sively adopted across diverse application domains. Given the existing computational
capabilities, it offers rapid encryption and decryption through a highly optimized algorith-
mic design and is currently resistant to cracking. However, the AES algorithm necessitates
rigorous key management, and the complexity associated with key management could
potentially compromise security. As technology continues to evolve, the long-term security
of the AES algorithm warrants ongoing research and validation.

2.2. Elliptic Curve Cryptography—ECC

Public key cryptography algorithms, as a cornerstone of modern cryptography, ad-
dress the challenges of key management and distribution inherent in symmetric cryptogra-
phy algorithms. Elliptic curve cryptography (ECC) [13] stands as a prominent public-key
encryption technique. First introduced by Koblitz and Miller in 1985, ECC boasts dis-
tinct advantages and holds vast potential for a wide range of applications. Compared to
traditional asymmetric cryptography algorithms such as RSA and Diffie-Hellman, ECC
provides higher security with shorter key lengths, making it well-suited for encrypting
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large data volumes, as seen in blockchain medical scenarios. However, the ECC algorithm
is more complex, and it is less time-efficient as an asymmetric cryptographic algorithm.

The ECC algorithm is grounded in the mathematical theory of elliptic curves, charac-
terized by the functional equation y* = x® + ax + b, which defines an approximate elliptic
curve on the projective plane coordinate system. In ECC, a point at infinity, denoted as Oc,
serves as the zero element. A base point G is defined, and after k scalar multiplications, it
generates the final point K, where k acts as the private key of the ECC cipher, and K serves
as the public key. ECC leverages the computational difficulty of the elliptic curve discrete
logarithm problem for encryption and decryption: given k and G, it is straightforward
to compute K = kG; however, computing k when K and G are known is challenging, as
division is more computationally intensive for computers.

Currently, ECC is emerging as the dominant choice in the new generation of public
key cryptography. Much like RSA, ECC is typically employed for data encryption. In
our blockchain medical application scenario, we specifically use ECC to enhance AES key
management. By encrypting the AES key with ECC, we not only bolster the security of
medical data but also elevate the overall trustworthiness of the blockchain-based medical
application framework.

2.3. Blockchain Technology

In 2008, Satoshi Nakamoto introduced a groundbreaking electronic transaction system
that operates independently of a trusted third party, marking the inception of blockchain
technology [14]. A blockchain is a decentralized global ledger database, fortified by crypto-
graphic methods, ensuring its attributes of decentralization, immutability, data integrity,
and transparency. This avant-garde technology amalgamates peer-to-peer (P2P) network-
ing [15], asymmetric encryption [16], and consensus mechanisms [17]. Utilizing an en-
crypted blockchain architecture, it stores data and verifies their authenticity and precision.
Its applications span various sectors, including financial transactions, healthcare, digital
currencies, and more. Figure 2 delineates the hierarchical structure of a blockchain.

| Programmable | | Programmable | | Programmable |
Currency Finance Society

Application Layer

Mechanism

| Distribution Mechanism | | Distribution Mechanism |

incentive layer

Dissemination Verification
P2P N k . .
ERR Mechanism Mechanism

Data Block Chain Structure Timestamp
. Asymmetric

Hash Function Merkel Tree R
Encryption

Figure 2. Hierarchy of blockchain.

In the blockchain architecture, the data layer employs hash functions and asymmetric
encryption. This layer consists of data blocks and chained structures that house transac-
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tional data, while Merkle trees archive state data. Integrating these methodologies ensures
that the blockchain remains structured and resistant to tampering. At the network layer, the
predominant protocol is P2P. Upon generating a new block, the primary node disseminates
it to the subsidiary nodes. These nodes, upon receipt, proceed to validate the block’s
authenticity. Central to the blockchain’s hierarchy is the consensus layer, which addresses
the challenge of data consistency within distributed systems. Notable consensus algorithms
encompass practical byzantine fault tolerance (PBFT) [18-20], delegated proof of stake
(DPoS) [21], proof of stake (PoS) [22], and proof of work (PoW) [23]. The incentive layer
primarily rewards nodes involved in computational and verification tasks. The intelli-
gent contract anchors the contract layer. Within the blockchain ecosystem, all participants
concur on predefined rules to deploy these smart contracts. When a transaction aligning
with these conditions arises, the smart contract’s code and algorithms are autonomously
activated. The application layer, on the other hand, facilitates blockchain integration into
everyday scenarios, predominantly spanning programmable currency, finance, and so-
ciety. As blockchain gains traction, its potential to revolutionize sectors like healthcare
becomes increasingly evident. For instance, Reegu et al. undertook a comprehensive review
and analysis of the interoperability requisites for blockchain-supported EHR within the
healthcare domain [24]. They introduced an interoperable framework for blockchain-based
EHR [25] that aligns with the stipulations set forth by multiple national and international
EHR standards, such as HIPAA and HL?. This framework guarantees the confidentiality,
privacy, and integrity of medical records.

Furthermore, based on accessibility and deployment strategies, blockchains can be
categorized into public, private, and consortium chains. Table 2 elucidates the distinctions
among these three types.

Table 2. Three kinds of blockchain comparisons.

Public Chain Private Chain Alliance Chain
. iall ltipl
Network Structure fully decentralized partially multiple trusted
decentralized centers
Joining Mechanism random joining internal node joining spec1f1cj§irlc1)itr11}; vetting
high fault tolerance low fault tolerance moderate fault
Consensus . . .
. and low transaction and high transaction tolerance and
Mechanism - . . -
efficiency efficiency transaction efficiency

3. Hybrid Cipher Algorithm Based on AES and ECC

Individual encryption algorithms often have limitations but combining them can
achieve more satisfactory results in practical applications. For instance, Ma et al. [26]
introduced DRMchain, a novel blockchain-based digital rights management model. This
model employs the AES algorithm for content encryption and the EDSA algorithm for
digital signatures, offering a robust, secure, efficient, and tamper-proof solution for digital
copyright protection. Oladipupo et al. [27] employed the ECC algorithm for encrypting and
decrypting data within wireless sensor networks. For key exchange, they utilized a key ne-
gotiation algorithm based on both ECC and Diffie-Hellman, known as ECDH. Additionally,
for the authentication of communicating nodes, he adopted a digital signature algorithm
that integrates both ECC and DSA, termed ECDSA. Lin et al. [28] presented a composite
cryptographic approach that leverages AES and RSA. In this method, RSA encrypts the AES
key, while AES encrypts the data stored within the blockchain. Zhang et al. [29] developed
a terminal data access control strategy to tackle data privacy and security challenges in
the agricultural internet of things. This strategy employs CP-ABE and DES algorithms for
hybrid data encryption, substantially simplifying key management and facilitating efficient
encrypted data sharing. Abrar et al. [30] utilized the secure hash algorithm, SHA-256,
for watermarking and storing these in the blockchain. Once encrypted with AES, these
watermarks are integrated into images, thereby augmenting the image content’s security,
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anonymity, and integrity. Benil et al. [31] introduced the elliptic curve certificate-less ag-
gregated cryptographic signature scheme (EC-ACS) to bolster the security of electronic
health records (EHRs). This approach employs ECC to encrypt medical data. Concurrently,
the certificate-less aggregated signature scheme (CAS) generates digital signatures. The
integration of blockchain technology ensures the integrity and traceability of the EHR.
Ghimire et al. [32] presented a novel video integrity verification method (IVM) grounded
in a blockchain framework to counter video tampering attacks. This method synergizes a
hash function-based message authentication code with the elliptic curve cipher to ascertain
the video’s integrity. Within this system, video clips of a fixed size are hashed, chained
in real-time, and sequentially archived, culminating in a trustworthy database. During
verification, the method is reapplied to the video clips, and the resultant hash value is
juxtaposed with the one stored in the blockchain.

In the ever-evolving medical domain, swift data access and stringent data protection
are paramount. Building upon prior research, this paper introduces a hybrid cryptographic
algorithm, HAE (hybrid AES and ECC), which synergistically integrates the strengths of
AES and ECC to address the inherent challenges posed by conventional cryptographic
algorithms in medical data applications. AES, a symmetric cryptographic algorithm, is
renowned for its exceptional time efficiency, making it indispensable for real-time data
processing—a critical requirement in medical applications. However, the symmetric charac-
teristic of AES, where encryption and decryption employ the same key, presents a significant
challenge: the secure distribution and management of this key. In expansive healthcare
systems with multiple entities requiring access to encrypted data, the secure dissemination
of AES keys becomes intricate. On the other hand, ECC, an asymmetric cryptographic
method, boasts superior security with shorter key lengths, making it especially valuable in
resource-limited healthcare settings. The asymmetric design of ECC ensures data security;
even if the public key is compromised, the data remain protected as long as the private
key remains confidential. However, ECC’s heightened security comes with a trade-off in
time efficiency, rendering it less optimal for situations demanding rapid data access. Our
proposed HAE algorithm endeavors to harness the strengths of both AES and ECC while
mitigating their drawbacks. The encryption and decryption mechanics of this algorithm
are delineated in Figures 3 and 4.

ECC Public
Key ECC Encrypted
Encryption > AES Key

AES Initial z

Key

* Encrypted
AES Full ™ Data

Key

AES
Encryption

Plain Text [

\ 4

Cipher Text [—

Figure 3. Hybrid cipher algorithm HAE encryption process.

Cipher Text > AES. —» Plain Text
Decryption
A
Encrypted ECC
Data Private Key
v
Encrypted ECC AES Initial AES Full
AES Key > Decryption > Key > Key

Figure 4. Hybrid cipher algorithm HAE decryption process.

HAE encryption process (as shown in Figure 3):
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1.  AES Key Generation: A 128-bit random number is generated as the AES initial key.
Subsequent key expansion, alignment, and other operations are performed to derive
the AES full key.

2. Plaintext Encryption: Using the AES full key, the plaintext undergoes AES encryp-
tion to produce the ciphertext. Given AES’s efficiency, the plaintext can encompass
extensive data, such as medical records.

3. AES Key Encryption: The AES initial key is encrypted using the ECC public key,
resulting in the encrypted AES key. Encrypting only the AES initial key is a strategic
choice to heighten the challenge for potential attackers attempting to intercept the
AES full key during transmission.

4. Encrypted Data Formation: The encrypted AES key and the ciphertext are amalga-
mated to produce the final encrypted data, which are then dispatched to the recipient.

HAE decryption process(as shown in Figure 4):

1.  Retrieving Encrypted Data: Upon receiving the encrypted data from the sender, the
recipient extracts both the ciphertext and the encrypted AES key.

2. AES Key Decryption: The ECC private key decrypts the encrypted AES key, yielding
the AES initial key.

3. Deriving the AES Full Key: The AES initial key undergoes processes like key expan-
sion and alignment to derive the AES full key.

4. Ciphertext Decryption: The ciphertext is decrypted using the AES full key to retrieve
the original plaintext.

The hybrid algorithm, HAE, seamlessly integrates the rapid encryption capabilities
of the AES algorithm with the heightened security and streamlined key distribution and
management features of the ECC algorithm. While AES is renowned for its robust security,
its key management can be intricate. A superior layer of key protection is achieved by lever-
aging ECC to encrypt the AES key. AES is distinguished for its exceptional time efficiency,
making it indispensable for real-time data processing. Although ECC may exhibit slightly
reduced time efficiency, the impact is minimal due to the mere 128-bit size of the AES initial
key, ensuring overall high efficiency. The HAE algorithm safeguards keys throughout the
encryption process, effectively addressing the challenge of AES key management without
sacrificing performance. This offers a robust solution to the intertwined challenges of
security and efficiency that are intrinsic to cryptographic algorithms. Particularly within
the unique realm of blockchain healthcare applications, HAE ensures the confidentiality,
integrity, and authenticity of medical data.

4. Experiments and Analysis
4.1. Experimental Environment

The hardware environment utilized in this study comprised an Intel(R) Core(TM) i7-
10750H CPU @ 2.60 GHz with 16 GB of RAM. The operating system was a 64-bit version of
Windows 10. The compiler used was Intelli] IDEA 3 February 2022, and the programming
languages employed were Java and Golang. Algorithm simulation and testing were
conducted using the Vmwarel6 virtual machine within the Ubuntu environment. The
blockchain was constructed on the Hyperledger Fabric platform to facilitate the simulation
and testing of the algorithms.

4.2. Experimental Procedures

Figure 5 presents the framework for the application of the hybrid cryptographic al-
gorithm, HAE, within a blockchain healthcare context. This framework encompasses the
blockchain, hospital entities, the InterPlanetary File System (IPFS), medical data, and the
processes of encryption, decryption, data uploading, and retrieval. The detailed experimen-
tal procedure is as follows. When a patient visits Hospital 1, the institution generates the
patient’s medical data. These data are encrypted using the hybrid cryptographic algorithm
HAE (as detailed in Figure 3) and subsequently uploaded to the InterPlanetary File Sys-
tem (IPFS) [33]. IPFS, a novel peer-to-peer file system, has gained significant traction in
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blockchain and other distributed systems in recent years. Unlike traditional file systems
that rely on directory-based addressing, IPFS uses content-based addressing. This unique
approach facilitates segmenting large files into smaller chunks, enhancing throughput and
storage efficiency. Once a file is archived in IPFS, the system provides a hash value as an
address tag, enabling users to locate the file using this tag swiftly. Upon receiving the
address hash from IPFS, Hospital 1 integrates with the blockchain as a node and uploads
this hash. If a patient subsequently visits Hospital n and requires access to the medical
data from Hospital 1, they simply grant authorization of their personal details to Hospital
n. With this authorization, Hospital n retrieves the address hash via blockchain sharing,
extracts the encrypted medical data from IPFS, and decrypts it using the HAE algorithm
(as depicted in Figure 4) to access the original medical data. All medical data are encrypted
using HAE and stored within IPFS. To access these data, hospitals must obtain patient
authorization before decryption, including relevant personal information and the ECC
private key. Importantly, hospital nodes on the blockchain store only have access to the
address hash corresponding to the medical data, not the data themselves. This approach
underscores the blockchain’s decentralization principle and is pivotal for safeguarding
medical data and patient privacy.
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Figure 5. HAE application framework for blockchain healthcare scenarios.

The hybrid cryptographic algorithm HAE involves the following algorithmic steps:

1.  AES Key Generation: The ‘genKeyAES()’ method is employed to generate the initial
AES secret key. The ‘loadKeyAES()” method is then used to convert the initial AES
secret key into a ‘SecretKey’ object.

2. ECC Key Generation: The ‘getKeyPair()’ method is utilized to generate an ECC secret
key pair. The public and private keys are subsequently converted into ‘PublicKey’
and ‘PrivateKey’ objects, respectively.

3. Encryption: The sender reads the medical file content using the ‘Files.read AllBytes()’
method. The actual content is encrypted with the ‘encryptAES()’ method using the full
AES secret key. The AES initial secret key is then encrypted with the ‘publicEncrypt()’
method using the ECC public key.

4. Decryption: The receiver decrypts the file using the “privateDecrypt()’ method with
the ECC private key to obtain the initial AES secret key. The file is then decrypted
using the ‘decryptAES()” method with the full AES secret key to retrieve the actual
content of the file.

4.3. Experimental Results

The algorithm’s outcomes are illustrated in Figure 6. This figure sequentially presents
the ECC public key, ECC private key, the AES key used for encryption, the AES key post-
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encryption with the public key, the actual content encrypted using the AES key, the AES
key after decryption, and the actual content post-decryption. For the results in Figure 6,
we employed Base64 encoding. Base64 is a widely used encoding method that transforms
binary data into a text format composed of 64 printable ASCII characters. This encoding is
essential for transmitting binary data in systems or communication protocols that do not
support binary transmission. Since ASCII characters can be securely transmitted in text-
based protocols, Base64 encoding ensures the data’s integrity and reliability by converting
binary data into a text format for transmission.

» « Tests passed: 1 2sec 450 ms

D:\jiava\jdk\bin\java.exe ...

ECC Public Key Baseé4 Encoded:MFKwEWYHKoZIzjOCAQYIKoZIzjODAQcDQQAEFCTYp7mJ6SBMZpNhhxlenKE47WZWeBE61tPwAZmE
umivcu/0mn9y3bPbs49tttI32DKPOyrEigTNPi+8x70kuQ==

ECC Private Key Baseé4 Encoded:MFkwEwWYHKoZIzjOCAQYIKoZIzjODAQcDQQAEFCTYp7mJI6SBMZpNhhxlenKE47WZWeBE6LtPwAZME
umivcu/0mn9y3bPbs49tttI32DKPOyrEigTNPi+8x70kuQ==

AES Key Base64 Encoded:KFTYF83Fp5nqiRiWhAJiqw==

ECC Public Key Encrypted AES Key and Baseé4 Encoded:BMAB2CoWCf3elLsuzKhGX2SK115rZVoKdjVcWNdwQ3yOMczS2YC5byZwl5WvsE1b8s35IkiZ3hZkb
92JdW6igFGhGDeDeDN6trk+cSNBglbsgzFHEEDEZf21Th4qRY4KTFdx2Z1sZbwMcBMcFxg==

AES Key Encrypted the Actual Content and Baseé4 Encoded:t+RyvWGeJFO0zBtNuskqMrNmZHTVH+qrTSzWK7snvinE++L2p2eS9IKu3ZzPL8KFVtrhawdJ1m0é
RWzQLagmgbcnGcPhP2bw+W5H90cxXKIZRIyrnfXoEDbDOWktApvj6TeKBebA+upWL1z+stEMXIDZ
1e18b06BbZYM/MX2AeYNH3GgXWLIL/8ex8F40WXE4nUYZBUiMXVGEKN]j/HOC/ieW36KHCAprKJg
AOGKpiDD9FDUIFDX1r8VQgWNqmOgp25zTfd+AIvr8MDLSQfdfOEaeSvz658uEXLUCI19iNciEyZAg
ofOWKqLmoQzdRjHg3SZ81YJIWr89SUyuF1INDUV9cbNDsSGuBfr7R3A6dmgXdIvAmaab48BqOubRFi
exSSFLRVTK3h+rW1VYKMWFot1pV922+P30WAqUCIR+VOQbMyXLrRD6VV68BWItySU4G1jhnawX5M
zXmRaspz2Ps7XPotMBcAEWDY16uZW2z2QLtUXXKohJorddETFp8+E2KRtEV/76FYjU4ICFHOA8OR
DsIH18neuxnq9VN3YXDnetLJIPvs3eCHPprcJQpb45WL3KOSWuYmChZA1Z0Dnerv1DwnnfpbHhnCO
4mhXMOFKNSSrqoIXDUewh41ThttPg5iP3CNrQQflxégyL3qGpahAdEwv9a0XjNW9cem7nh7j/6H3
986aFPmsy4D502JJZ+wyA46IhJ67i3nEChWULuvvaAUkSYWs+gxwENZCWVVRSbfCISRP94onHFrs
7U7yyuMIL6WRNIBZmABTVX L1/ ++a0IFN575nbW79ivavxt3laPca7YIm0oqBW+rpYvIpDB6ZW2S

SYirxCQofk9vqC5DnQ==

Decrypted AES Key (Baseé4 Encoded):KFTYFO3Fp5nqiRiWhAJiqw==

Actual Content After Decryption:Patient Name: Jerry

Sex: Male

Contact Details: 123456

Account Number: 123456

Attending Hospital: Hospital 1

History of Allergy: Alcohol Allergy

Date: 2023-08-23 21:21:01

Description: Tinnitus, snoring, shoulder pain, chest pain, dyspnea, and edema. Palpitations, fatigue and breathlessness during physical act

w g & Y

P Version Control » Run  =TODO O Problems B Terminal O Services @ Profiler N Build

Tests passed: 1 (a minute ago)

72:60 CRLF UTF-8 4spaces M €
Figure 6. Result of running the hybrid cipher algorithm.

Figure 7 illustrates the procedure for sharing the address hash within the blockchain-
based healthcare system. The figure delineates various elements, including the transaction
ID, transaction time, data deletion status, and the IPFS address hash. Hospital 1 uploads
the address hash to the blockchain. To access data related to a specific visit, Hospital n must
retrieve the IPFS address hash, initially uploaded by Hospital 1, via blockchain sharing.
Subsequently, Hospital n extracts the encrypted data from IPFS and decrypts them using
the hybrid cryptographic algorithm HAE to obtain the original medical data, as depicted in
Figure 8.

O 8 192.168.0.72:3000/thirdsele w v o @ =
Trade ID Transaction Time Whether the data has been Please inquire about the case at the following address
deleted
c479d54a0a952466f333729da15059eeca60409894edda6a7e3137easad2a179 | 2023-08-24 16:32:00.114 +0000 false QmPZo9KL9VUjX3GnBABRDyVQ8DT6gNHE6Wb2Gfq5zZtWgv
utc

Figure 7. Shared address hash.
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< (&) O D 127.0.0.1:8080/ipfs/QmPZ0o9KLOVUjX3GNBABRDYVQSDT6gNHE6Wb2GFq52ZtWgv B % o o & =

Patient Name: Jerry

Sex: Male

Contact Details: 123456

Account Number: 123456

Attending Hospital: Hospital 1
History of Allergy: Alcohol Allergy
Date: 2023-08-23 21:21:01

Description: Tinnitus, snoring, shoulder pain, chest pain, dyspnea, and edema. Palpitations, fatigue and breathlessness during physical activity. Sudden onset of
retrosternal pain or chest tightness and pressure with sweating during exertion or stress. Palpitation, chest tightness, chest pain and some other symptoms when having a
full meal, being cold, watching movies and TV dramas with tense plots.

Department: Cardiology Department
Diagnosis: Angina Pectoris

Figure 8. Initial medical data.

4.4. Experimental Analysis

In this section, we provide a comprehensive description of the experimental methodol-
ogy employed for the hybrid cryptographic algorithm, HAE, and elucidate the advantages
it holds over other algorithms. For our experiments, we utilized medical data extracted
from patient records. These data were encrypted and decrypted using HAE within a Java
environment, with a specific focus on protecting the AES key. From a security perspective,
both AES and ECC underwent rigorous mathematical analysis. Their resilience against
cryptographic attacks was scrutinized to affirm the superior security attributes of HAE. For
assessing time efficiency, we selected the ECC, AES+RSA hybrid cryptographic algorithms,
and the HAE algorithm, as previously explored by other researchers. We conducted en-
cryption and decryption tests on medical data sets of sizes 1 MB, 5 MB, 10 MB, 15 MB, and
20 MB. By comparing the time taken by each algorithm for these operations, we aimed
to highlight the time efficiency advantages of HAE. Regarding resource consumption, we
again used the ECC, AES+RSA, and HAE algorithms to encrypt and decrypt medical data
sets of sizes 1 MB, 5 MB, 10 MB, 15 MB, and 20 MB. By observing the differences in CPU
utilization during the execution of these algorithms, we sought to demonstrate the resource
consumption benefits of HAE.

4.4.1. Security Analysis

The hybrid cryptographic algorithm HAE employs AES for data encryption and
ECC for AES key encryption, offering enhanced security compared to the traditional AES
algorithm. In the conventional AES algorithm, the same key is used for encryption and
decryption operations, making key security crucial. In contrast, HAE uses ECC to encrypt
the AES key, leveraging the benefits of asymmetric encryption to provide a higher level
of key protection. HAE employs ECC asymmetric encryption in the key exchange and
data transmission processes, offering stronger resistance to attacks, particularly against
specific attacks targeting the symmetric encryption algorithm AES, such as cryptanalysis
and exhaustive search attacks. Even if attackers manage to crack the AES algorithm, they
will still need to decrypt the AES key to access the data. Moreover, both the AES and
ECC algorithms are inherently secure. AES employs a multi-round iterative network
structure that combines complex mathematical operations with nonlinear transformations
to achieve robust obfuscation and diffusion properties. AES supports various key lengths,
including 128-bit, 192-bit, and 256-bit, with longer key lengths offering higher security.
AES has undergone extensive cryptographic analysis and evaluation, and there is no
publicly available effective attack method capable of breaking full-round AES encryption.
The current best-known attack methods target AES variants with fewer rounds using
approaches such as brute force exhaustion, as shown in Table 3. For full-round AES
encryption, as long as the key is strong enough, it is theoretically considered secure. The
security of ECC is based on the elliptic curve discrete logarithm problem, and there is no
effective attack method within the current scope of mathematical knowledge and related
algorithms. Therefore, using ECC encryption to protect the AES key is considered safe. In
the context of blockchain-based medical applications discussed in this paper, the combined
encryption techniques of AES and ECC ensure the protection of medical data during
both transmission and storage. Specifically, the use of ECC encryption safeguards the
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AES key. Consequently, crypto-attackers cannot access the AES key’s details, rendering
them incapable of decrypting the ciphertexts. This strategy effectively ensures the security
of the medical data. The encrypted data are stored within the IPFS. Any unauthorized
alterations to this encrypted data are promptly identified during decryption, as such
modifications result in an output that diverges from the original data. Nodes within the
blockchain retain the file address hash provided by IPFS. Leveraging public key encryption,
timestamps, node consensus, and other advanced technologies, the blockchain guarantees
the immutability of data on the chain. This comprehensive approach ensures the medical
data’s confidentiality, integrity, and authenticity. In summary, AES provides efficient data
encryption and decryption, while ECC offers robust key protection. Combining the two
into a new hybrid cryptographic algorithm ensures both data and key protection, delivering
more comprehensive security.

Table 3. AES attack methods and cracking time.

Style of Attack Breaking Time (Times)
exhaustive attack 2128
recover key attack 2126
related key attack 299

4.4.2. Time Efficiency Analysis

Given the limitations of algorithms such as AES, DES, and RSA, including challenges
in key management and lower security strength, this paper selects ECC, the AES+RSA
hybrid cryptographic algorithm [28], and the AES+ECC hybrid cryptographic algorithm
HAE proposed herein for comparative analysis, as depicted in Figure 9.

9
| —=— ECC
o L[ —*— AES+RSA
| —— HAE
2 qt
=
S 6l
a4
£
-= -
= o or
)
20
<<, 1k /
R
I . 1 L 1 L I

0 5 10 15 20
Data Size (MB)

Figure 9. Comparison of encryption and decryption time of three cryptographic algorithms.

For the same data size, the time required for encryption and decryption by the two
hybrid cryptographic algorithms is significantly less than that of the ECC algorithm. The
hybrid algorithm HAE, based on AES and ECC proposed in this paper, exhibits slightly
better time efficiency than the AES+RSA hybrid algorithm proposed by previous authors.
Under equivalent security levels, the key length of ECC is substantially shorter than that
of RSA, as shown in Table 4. This implies that ECC holds a significant advantage over
RSA regarding attack resistance, resource consumption, network consumption, encryption
and decryption speed, and suitability for blockchain scenarios. Consequently, the HAE
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algorithm offers high time efficiency while ensuring security, providing algorithmic support
for encrypted data storage and sharing in blockchain medical scenarios.

Table 4. Key lengths of ECC and RSA with equal security.

Breaking Time/Mips-YEARS ECC/Bit RSA/Bit
104 132 768
1012 160 1024
1020 210 2048
1031 283 3072
1052 410 7680
1067 571 15,360

4.4.3. Analysis of Resource Consumption

From an algorithmic perspective, as depicted in Figure 10, the CPU utilization for the
hybrid cryptographic algorithm HAE exhibits a slight increase with the growth in data size.
Nevertheless, this uptick remains modest, hovering between 20% and 30%. Furthermore,
the HAE algorithm demonstrates a reduced CPU utilization rate for equivalent data sizes,
compared to both the ECC and the combined AES+RSA algorithms. This suggests that
HAE is more efficient in terms of resource consumption.

50
P i+ ECC
6 | T AES*RSA
A —
_d2f
40
SRS
Eaf
23t
2 30
A
28 i
26
24 i
22 b
0 1 1 1 1
0 5 10 15 20

Data Size (MB)

Figure 10. Comparison of CPU utilization of three cryptographic algorithms.

Considering its practical application within blockchain medical contexts, as illustrated
in Figure 5, medical data are encrypted and housed within the InterPlanetary File System
(IPES). The address hash returned by IPFES is then disseminated and stored across blockchain
nodes. Given the minimal data volume within this hash, there is no significant resource
consumption. As a result, the hybrid cryptographic algorithm HAE holds promising
potential for deployment in blockchain medical scenarios.

Table 5 presents a performance comparison among the HAE, ECC, and AES+RSA
algorithms. As evident from the table, both HAE and ECC exhibit robust security levels.
However, the inherent limitations of RSA render the AES+RSA combination slightly less
secure than its counterparts. In terms of operational speed, HAE emerges as the fastest,
followed by AES+RSA, with ECC trailing behind. Regarding resource consumption, HAE
is the most efficient, while ECC consumes the most resources, and AES+RSA falls in
between. In the broader context of blockchain healthcare applications, HAE's advantages
become even more pronounced. Consider the use case illustrated in Figure 5: medical



Appl. Sci. 2023,13, 12163

14 of 16

data generated by Hospital 1 must be encrypted securely for storage, yet remain accessible
for decryption by other entities, such as Hospital n, in a swift and efficient manner. Here,
HAE'’s prowess is unparalleled. Firstly, from a security perspective, HAE employs AES for
data encryption and uses ECC for the AES key encryption, effectively offering dual-layer
protection for both data and key. Given the widespread validation of ECC and AES as secure
algorithms, the integrity of medical data remains uncompromised. Secondly, in terms of
time efficiency, HAE consistently outperforms both ECC and AES+RSA in encryption
and decryption tasks, especially when handling equivalent data sizes. This implies that
when entities like Hospital n retrieve and decrypt medical data from IPFS, HAE facilitates
faster access to the original data. Lastly, concerning resource consumption, HAE is more
resource-efficient than both ECC and AES+RSA. This efficiency is crucial in resource-
sensitive healthcare environments, ensuring that encryption and decryption processes
remain streamlined without straining the system. Furthermore, HAE’s compatibility
with IPFS is noteworthy. IPFS’s content-based addressing mechanism allows for the
segmentation and storage of large files. When paired with HAE’s efficient encryption and
decryption capabilities, a secure and efficient storage and retrieval solution for healthcare
data is realized. In summation, the HAE hybrid cryptographic algorithm stands out in
terms of security, time efficiency, and resource consumption, positioning it as a prime choice
for the encryption, storage, and sharing of medical data in blockchain healthcare scenarios.

Table 5. Performance comparison of three cryptographic algorithms.

Cryptographic . . Resource
Algorithm Security Level Encryption Speed Consumption
ECC high slow high
AES+RSA relatively high relatively fast relatively low
HAE high fast low

5. Conclusions

To address the challenge of encrypted storage and secure blockchain data sharing,
this paper introduces a hybrid cryptographic algorithm, HAE, based on AES and ECC,
and applies it to blockchain medical scenarios. During encryption, HAE uses the ECC
public key to encrypt the AES initial key and employs the complete AES key to encrypt the
original data. For decryption, the ECC private key is used to decrypt the AES initial key,
which is then used with the complete AES key to retrieve the original data. HAE ensures
data security while addressing the challenge of managing the AES key. We conducted com-
parative experiments between the HAE algorithm and both the ECC and AES+RSA hybrid
cryptographic algorithms. The results indicate that HAE outperforms ECC and AES+RSA
in terms of time efficiency and resource consumption, while maintaining superior security.
Within the medical application framework proposed, HAE synergizes with the blockchain,
IPFS, and other technologies to securely store and share medical data. Our experimental
findings underscore HAE’s commendable performance in security, time efficiency, and
resource consumption, suggesting its viability for real-world applications in blockchain
medical scenarios. In summary, this study presents a novel direction for ensuring data
security and privacy protection within the medical sector. The HAE algorithm guarantees
the confidentiality, integrity, and authenticity of medical data during transmission and
storage, thereby mitigating the risks of data breaches and unauthorized access. By paving
the way for an era of enhanced protection in the medical domain, HAE ensures that patient
data remain confidential and secure in an increasingly digitalized healthcare environment.

In future endeavors, we aim to refine the efficiency of the HAE algorithm and broaden
its applicability to sectors like finance and public services. However, deploying the HAE
algorithm in these sectors presents distinct challenges. The financial sector, given the
critical nature of its transactions, demands heightened security. Conversely, the public
service sector necessitates scalability to cater to an expansive user base. Addressing these
unique requirements will entail further research and potential refinements to the HAE



Appl. Sci. 2023,13, 12163 150f 16

algorithm. Concurrently, we are looking to incorporate user authentication features into
our blockchain healthcare application framework. Comprehensive evaluations will be
undertaken to assess the framework’s security and performance, ensuring HAE's resilience
and adaptability across diverse sectors.
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