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Abstract: To clarify the copyrights of 3D models of oblique photography (3DMOP) and guarantee
their security, a novel security protection scheme of 3DMOP was proposed in this study by synergisti-
cally applying digital watermarking and data encryption. In the proposed scheme, point clouds were
clustered first, and then the centroid and feature points of each cluster were calculated and extracted,
respectively. Afterward, the watermarks were embedded into the point clouds cluster-by-cluster,
taking distances between feature points and centroids as the embedding positions. In addition,
the watermarks were also embedded using texture coordinates of 3DMOP to further enhance the
robustness of the watermarking algorithm. Furthermore, Arnold transformation was performed on
texture images of 3DMOP for security protection of classified or sensitive information. Experimental
results have verified the strong imperceptibility and robustness of the proposed watermarking algo-
rithm, as well as the high security of the designed data encryption algorithm. The outcomes of this
work can refine the current security protection methods of 3DMOP and thus further expand their
application scope.

Keywords: 3D models of oblique photography; digital watermarking; data encryption; security
protection

1. Introduction

With the rapid development of oblique photogrammetry technology based on un-
manned aerial vehicle (UAV), 3D models of oblique photography (3DMOP) are playing
an increasingly significant role in the establishment of digital cities [1,2] and twin water-
sheds [3], due to their huge advantages such as high accuracy, clear texture information,
virtual simulation capability, etc. Despite their significant utility, the security issues they
face are becoming increasingly prominent [4]. Compared with other types of spatial
data, 3DMOP have higher positioning accuracies of clearer texture information, in which
classified elements (e.g., prisons and barracks) can be accurately located and sensitive
information (e.g., car numbers and human portraits) may be exposed thoroughly [5]. When
a leakage of this classified or sensitive information occurs, irreparable losses will be caused
to data sharing, commercial interests, and even national security. Against this background,
it is particularly important to take effective protective measures to prevent data theft and
illegal dissemination. Digital watermarking [6] and data encryption [7], two representa-
tive technologies of data security protection, have been considered as effective means for
security protection of 3DMOP [8].

Digital watermarking, an important branch of data hiding, has played an important
role in security protection of digital products, such as digital images [9,10], CAD graph-
ics [11,12], remote sensing images [13,14], vector maps [15,16], etc., and a huge amount of
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research results have been obtained. However, few works have been carried out focusing
on the security protection of 3DMOP.

While 3DMOP have played an important role in various fields, they are facing sig-
nificant security issues. Traditional security protection methods of 3DMOP still have
limitations, especially in the security protection of secret information in texture images.
To make a breakthrough in this field, a novel security protection scheme of 3DMOP is
proposed in this paper, the novelty of which can be summarized as follows:

(1) To enhance the robustness of the proposed watermarking scheme, point clouds are
clustered and watermarks are embedded cluster-by-cluster, using slightly adjusted
distances between centroids and feature points.

(2) Watermarks are embedded into both coordinates of point clouds and texture coordi-
nates of 3DMOP, and double assurances of security of 3DMOP can be thus realized.

(3) Arnold transformation is carried out on texture images of 3DMOP, and secret and
sensitive information in texture images can be prevented from being exposed.

2. Related Works

As a professional application of digital watermarking, 3DMOP’s watermarking tech-
nology has become a research hotspot in recent years. According to the embedding location
of the watermark, traditional research can be divided into two categories, i.e., algorithms
based on 3D meshes [17–22] and 3D point clouds [23–28].

2.1. 3DMOP Watermarking Algorithm Based on 3D Mesh

The 3DMOP watermark algorithm based on a grid embeds the watermarks into the
grid features. Zhou et al. (2007) proposed a robust digital watermarking algorithm for 3D
mesh models based on wavelet transform [17], and Xing et al. (2009) proposed a 3D model
digital watermarking algorithm based on DWT (discrete wavelet transform) and SVD [18].
The above two types of watermarking algorithms are robust against cropping and noise
attacks but cannot resist translation and rotation attacks common in the application of
3DMOP. Soliman et al. (2015) used genetic algorithms to embed watermarks into selected
points after K-means clustering, and the algorithm has strong robustness, but it is a non-
blind watermarking algorithm and has poor practicality [19]. Zhan et al. (2014) proposed
a robust watermarking algorithm for 3D mesh models based on vertex curvature, which
uses the root mean square curvature of vertices for watermark embedding [20]. Zhang et al.
(2014) extracted significant regions in 3D models, converted them to spherical coordinates,
and performed wavelet transform to embed watermarks into low-frequency and high-
frequency regions [21]. Algorithms in [20,21] have good robustness against translation,
rotation, noise attacks, etc. Zhu et al. (2014) proposed a digital watermarking algorithm
for 3D mesh models based on roughness [22], which selects candidate vertices through the
normal vector and the angle between the weighted normal vector of the local geometric
space closure-ring neighborhood. It can effectively resist simplification attacks, but the
above three algorithms are not robust against cropping attacks.

2.2. 3DMOP Watermarking Algorithm Based on 3D Point Cloud

The 3DMOP watermark algorithm based on point clouds embeds watermarks by
modifying the coordinates of the 3D point cloud. Wang et al. (2009) modified the integral
invariants of some vertices by shifting the vertices at the vertex and its adjacent positions
to embed the watermarking [23]. However, this algorithm is a semi-fragile watermarking,
which can usually be used for data integrity authentication, but cannot be used for copyright
protection of 3D models. Wu et al. (2012) selected the one-dimensional DWT low-frequency
signal of the distance between each point in the point cloud model and the center of gravity
of the model to embed watermarking [24], which is robust to cropping attacks, but less
robust to common rotation and translation attacks. Feng et al. (2016) proposed a 3D
point cloud algorithm based on angle quantization exponential modulation [25], which
is robust to affine transformation, reordering, low-intensity noise, etc. Shang et al. (2015)
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transferred the 3D model from a rectangular coordinate system to a spherical coordinate
system [26] and used the distance from the vertex to the centroid as the embedding object
to complete the watermark embedding, which is robust to some affine attacks. The above
two algorithms are robust to translation and rotation attacks, but not robust to cropping
attacks. Wang et al. (2018) proposed a 3D model blind watermarking algorithm based on
distance mapping mechanism [27], which is robust to common attacks such as translation,
cropping, and rotation, but the effect is poor under simplification and noise attacks. Gong
et al. embedded watermarking based on the characteristic line ratio of the 3D model, and
the algorithm is robust to geometric attacks and noise, but the effect is poor for cropping
attacks [28]. In summary, there are still deficiencies in the robustness and applicability of
3D model digital watermarking algorithms.

In the past, research on oblique photography 3D models focused more on embedding
copyright information and the loss of model accuracy during watermark embedding. When
embedding watermarks, more attention is paid to embedding watermarks in model vertex
coordinate data and model texture data, with less research on embedding watermarks
in texture coordinate data [29,30]; at the same time, the security of texture information is
also neglected. 3DMOP, a special type of geospatial data, have different characteristics
with other types of spatial data. In these different characteristics, the most special one is
real texture information. A lot of secret information, e.g., advertising boards, car numbers
and human portraits, can be conveniently viewed by users, including illegal users. This
threatens the security of 3DMOP greatly. However, traditional security protection methods
of 3DMOP generally ignored this point. Accordingly, there is still much space for security
improvement of 3DMOP.

3. Main Idea of 3DMOP Security Protection

A mesh model is a representation of a 3D model, which usually contains vertex data,
texture coordinate data, normal data, face data etc. Together they constitute the basic
geometry and texture of a mesh model.

Vertex coordinates are the coordinates of each vertex in a 3D space; texture coordinate
data is usually used to determine how the texture fits on the surface of the model; normal
vectors are used to describe the orientation of each vertex or face, affecting the lighting and
rendering of the model; face data defines the polygon faces of the model, usually consisting
of vertex indices and texture coordinate indices. When correctly constructing the mapping
relationship between face data and texture data, texture data is a two-dimensional image
that contains information such as the color and texture of the model surface.

As shown in Figure 1, this article encrypts the vertex coordinate data, texture coor-
dinate data, and texture image data in the mesh model separately (i.e., use the vertex
coordinate watermark algorithm for vertex coordinate data, and use the texture coordinate
watermark algorithm for texture coordinate data). The next section further introduces the
principles and implementation details of related encryption algorithms.
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4. The Proposed Scheme

Mesh models are a representation of 3D models that typically contain vertex data,
texture coordinate data, normal data, face data, and other data that together form the basic
geometric shape and texture of the mesh model. As shown in Figure 1, different encryption
methods are used for vertex coordinate data, texture coordinate data, and texture images in
this article. The next section further introduces the principles and implementation details
of related encryption algorithms.

4.1. Digital Watermarking Algorithm of Vertex Coordinates
4.1.1. Watermark Embedding

The embedding process of the vertex coordinate watermark is shown in Figure 2.

Appl. Sci. 2023, 13, x FOR PEER REVIEW  4  of  22 
 

 

Figure 1. Main idea of the 3DMOP security protection. 

4. The Proposed Scheme 

Mesh models are a representation of 3D models that typically contain vertex data, 

texture coordinate data, normal data, face data, and other data that together form the basic 

geometric shape and texture of the mesh model. As shown in Figure 1, different encryp-

tion methods are used  for vertex coordinate data,  texture coordinate data, and  texture 

images in this article. The next section further introduces the principles and implementa-

tion details of related encryption algorithms. 

4.1. Digital Watermarking Algorithm of Vertex Coordinates 

4.1.1. Watermark Embedding 

The embedding process of the vertex coordinate watermark is shown in Figure 2. 

 

Figure 2. Flow chart of embedding the vertex coordinate watermark. 

This  section  first  extracts  the  vertex  coordinates  of  the  oblique  photography  3D 

model, then performs clustering algorithm processing on the vertex coordinate data, di-

vides it into several clustering clusters, extracts the feature points in the clustering clus-

ters,  and  establishes  the  mapping  relationship  between  the  feature  points  and  the 

Figure 2. Flow chart of embedding the vertex coordinate watermark.

This section first extracts the vertex coordinates of the oblique photography 3D model,
then performs clustering algorithm processing on the vertex coordinate data, divides it
into several clustering clusters, extracts the feature points in the clustering clusters, and
establishes the mapping relationship between the feature points and the watermark data,
thus completing the embedding of the watermark. The process of embedding the vertex
coordinates watermark is shown in Figure 2, which can be summarized as follows:

Step 1. Preprocess the oblique photography 3D model data, extract the vertex coor-
dinates in the oblique photography 3D model, and obtain the data of the point cloud set
P = {P1, P2, P3, . . . , Pn}, where Pi(Xi, Yi, Zi) is the vertex coordinate data, and i ∈ [1, N],
N is the number of vertices.

Step 2. The cluster obtained after processing by the clustering algorithm is represented
as C = {C1, C2, C3, . . . Cn}. The disordered point cloud in the cluster is processed by
establishing a KD tree (K Dimension Tree) to obtain the K-neighborhood of the target point,
thus improving the efficiency of point cloud data retrieval. Then, the point cloud density is
calculated, and the point cloud is downsampled according to the density information to
obtain a subset of point clouds, thus completing the extraction of the corresponding feature
points P′n =

{
P′1.P′2.P′3, . . . P′i

}
in the cluster.
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Step 3. Taking a single cluster as an example, calculate the virtual centroid coordinates(
X, Y, Z

)
in the P′n cluster based on the feature points, as calculated in Equation (1):

X = ∑n
i xi
n

Y = ∑n
i yi
n

Z = ∑n
i zi
n

(1)

calculate the distance between the feature points P′n =
{

P′1.P′2.P′3, . . . P′i
}

and the virtual
centroid coordinates to obtain D = {D1, D2, D3, . . . Di}, where i is the number of fea-
ture points.

Step 4. Establish a mapping relationship between the watermark data w = {w(i,j),
0 ≤ i ≤ h− 1, 0 ≤ j ≤ h− 1} and the distance D between the feature point and the virtual
centroid. For the m-th feature point P′m, use Equation (2) to calculate the row and column
numbers r, l of its corresponding watermark value w:

Dm =
√(

X′m − X
)2

+
(
Y′m −Y

)2
+
(
Z′m − Z

)2

dm = trunc(Dm, p)
d′m = Int

(
Dm ∗ 106)

r, l = divmod
(

Hash(dm), h2) (2)

In Equation (2), trunc(a, b) means to retain b digits after the decimal point for a (choos-
ing to retain four digits after the decimal point and calculating the mapping relationship
through the hash value), Int(∗) represents taking the integer part of a decimal number,
Hash(∗) represents a function that converts an input of any length into a fixed length
output, divmod(a, b ) represents the quotient and remainder, where a is the divisor and b is
the dividend and dm represents the distance between the feature point with the number
of digits retained after the decimal point and the virtual centroid coordinate point. For
Dm, the selection of the number of retained digits directly affects the robustness and im-
perceptibility of the watermark; the smaller the number of retained digits, the higher the
watermark strength, but the weaker the imperceptibility. The number of bits embedded
in this section of the watermark is selected to be six digits after the decimal point after
multiple experiments.

Step 5. According to the corresponding position of r, l in w, the watermark value
w[r,l] corresponding to the feature point is obtained.The watermark value w[r,l] and Dm are
modified according to Equations (3) and (4) on the original feature point coordinates, thus
completing the watermark embedding.

dis =
{

10−6, g(d′m) 6= w[r,l]
0, g(d′m) = w[r,l]

(3)



x′ = x +

(
X−x√

(X−x)
2
+
√
(Y−y)

2
+
√
(Z−z)

2

)
∗ dis

y′ = y +

(
Y−y√

(X−x)
2
+
√
(Y−y)

2
+
√
(Z−z)

2

)
∗ dis

z′ = z +

(
Z−z√

(X−x)
2
+
√
(Y−y)

2
+
√
(Z−z)

2

)
∗ dis

(4)

4.1.2. Watermark Extraction

As illustrated in Figure 3, the watermark extraction process follows the same data
processing approach as the watermark process. The watermark extraction process can be
considered the inverse of the embedding process.
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First, extract the vertex coordinates from the 3D model. The vertex coordinate dataset
is denoted as P = {P1, P2, P3, . . . Pn}, where Pi(Xi, Yi, Zi) represents the coordinates of the
vertices, with i ∈ [1, N], and N being the total number of vertices. Next, apply the DBSCAN
algorithm to perform clustering on the dataset P, dividing it into multiple clusters denoted
as C = {C1, C2, C3, . . . Cn}. Subsequently, extract feature points from each point cloud
cluster and compute the virtual centroids of different clusters. Calculate the distances of
feature points to the virtual centroids, resulting in a distance set D = {D1, D2, D3, . . . Di}.
Establish a mapping relationship between the distances D and the extracted watermark w′

based on Equation (2). The extraction process is performed as illustrated in Equation (5):

w′[r,l] =

{
1,
([

d′m ∗ 106])mod2 6= 0
0,
([

d′m ∗ 106])mod2 = 0
(5)

From all the clusters C = {C1, C2, C3, . . . Cn}, extract W ′ =
{

W ′1, W ′2, W ′3, . . . W ′m
}

for each cluster. In this case, statistical methods are used to select the optimal values.
There is a many-to-one relationship between the feature points and watermark positions,
meaning that multiple watermark values correspond to the same r, l value. To extract the
watermark information, the proportion of identical values in r, l is calculated. The most
frequent result value is assigned as the watermark value for that row and column, thus
completing the watermark information extraction.

4.2. Digital Watermarking Algorithm of Texture Coordinates
4.2.1. Watermark Embedding

The watermark embedding algorithm process is illustrated in Figure 4.
This section extracts the texture coordinates of the oblique photography 3D model and

embeds the watermark by modifying the texture coordinates. The process of embedding
the watermark is shown in Figure 4 and can be summarized as follows:

Step 1. First, the texture coordinate data needs to be preprocessed. The texture
coordinate data extracted from the 3D model data is represented as T = {T1, T2, T3, . . . Tn},
where Ti(Ui, Vi) is the texture coordinate, i ∈ [1, N], and N is the number of texture
coordinates. The texture coordinate values are usually between [0, 1], indicating the
position on the texture image.
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Step 2. Calculate the distance between each texture coordinate and the origin of
the texture coordinates [0, 0], resulting in DT = {DT1, DT2, CT3, . . . DTi}, where i is the
number of texture coordinates.

Step 3. The watermark data w is a binary matrix of h ∗ h dimensions. A mapping rela-
tionship is established between the watermark data =

{
w(i,j), 0 ≤ i ≤ h− 1, 0 ≤ j ≤ h− 1

}
and the distance D between the feature point and the virtual centroid. For the m-th texture
coordinate Tm(Um, Vm), the corresponding row and column numbers r, l in the watermark
w are calculated according to Equation (6).

DTm =
√
(Um)

2 + (Vm)
2

dTm = trunc
(

DTm ∗ 102, p
)

d′Tm = Int
(

DTm ∗ 106)
r, l = divmod

(
Hash(dTm), h2) (6)

In Equation (6), trunc(a, b) represents the truncation of a to b digits after the deci-
mal point, Int(∗) represents the integer part of a decimal number, Hash(∗) represents a
function that converts an input of arbitrary length into a fixed length output, divmod(a, b )
represents the quotient and remainder, where a is the divisor and b is the dividend, dm
represents the number of digits to retain after the decimal point for the distance DTm
from the texture coordinate to the origin of the texture coordinate, and mod represents the
remainder calculation.

Step 4. According to the corresponding position of r, l in w, obtain the watermark
value w[r,l] corresponding to the feature point. The watermark value w[r,l] and Dm are
modified according to Equations (7)–(9) on the original feature point coordinates, thus
completing the watermark embedding.

g(x) =
{

1, x mod2 6= 0
0, x mod2 = 0

(7)

dis =
{

10−6, g
(
d′Tm

)
6= w[r,l]

0, g
(
d′Tm

)
= w[r,l]

(8)


u′ = u +

(
u√

(u)2+
√

(v)2

)
∗ dis

v′ = v +

(
v√

(u)2+
√

(v)2

)
∗ dis

(9)

4.2.2. Watermark Extraction

As illustrated in Figure 5, the extraction procedure for watermarks follows the same
methodology as the embedding process of watermarks. The process of watermark extrac-
tion can be perceived as the inverse operation of watermark embedding.
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Initiate the data preprocessing by extracting texture coordinate data from the 3DMOP,
represented as T = {T1, T2, T3, . . . Tn}, where Ti(Ui, Vi) denotes the texture coordinates,
with i ∈ [1, N], and N indicating the number of texture coordinates. Texture coordi-
nates typically manifest as values within the range of [0, 1], signifying positions on the
texture image.

Calculate the distance of each texture coordinate from the texture coordinate origin [0, 0],
resulting in DT = {DT1, DT2, CT3, . . . DTi}, where i represents the number of texture coor-
dinates. The watermark data, denoted as w, is a binary matrix of size h ∗ h. Establish a map-
ping relationship between the watermark data w′ =

{
w′(i,j), 0 ≤ i ≤ h− 1, 0 ≤ j ≤ h− 1

}
and the distance D from the feature points to the virtual centroid. For the m-th tex-
ture coordinate Tm(Um, Vm), compute its corresponding watermark value w′(i,j) using
Equations (10) and (11): 

DTm =
√
(U′m)

2 + (V′m)
2

dTm = trunc
(

DTm ∗ 102, p
)

r, l = divmod
(

Hash(dm), h2)
d′Tm = Int

(
DTm ∗ 106) (10)

w′(r,l) =

{
1, d′Tmmod2 6= 0
0, d′Tm mod2 = 0

(11)

In Equation (10), trunc(a, b) signifies the retention of b decimal places for a. Int(∗)
denotes the extraction of the integer part of a decimal value. Hash(∗) is a function that
transforms arbitrary length input into fixed length output. divmod(a, b ) signifies the divi-
sion with a remainder, where a is the dividend, and b is the divisor. Here, dm represents the
distance DTm from the texture coordinate to the texture coordinate origin, with a specified
number of decimal places retained, and mod signifies the modulo calculation.

Repeat the aforementioned procedure, iterating through all texture coordinates. There
exists a many-to-one mapping relationship between texture coordinates and watermark
positions, with one watermark position having multiple watermark values. Calculate the
proportion of identical values in r and l, and assign the watermark values of the corre-
sponding row or column based on the result with the highest count, thereby accomplishing
the extraction of watermark information.

4.3. Algorithm of Texture Image Encryption
4.3.1. Arnold Transform Permutation Encryption

Arnold transformation can realize the displacement of image pixel positions and is
widely used in image scrambling and image encryption [31]. The narrow sense Arnold
transformation formula is shown in Equation (12), and the generalized Arnold transforma-
tion formula is shown in Equation (13):[

x′n
y′n

]
=

[
1 1
1 2

][
xn
yn

]
mod(N) (12)
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[
x′n
y′n

]
=

[
1 b
a ab + 1

][
xn
yn

]
mod(N) (13)

In Equations (12) and (13), (xn, yn) is the position coordinate of the pixel point in the
original image, (x′n, y′n) is the corresponding coordinate of the transformed pixel point
(xn, yn), mod is the modulo operation, and parameters a, b are positive integers. N is
the end of the digital image matrix. The Arnold transformation in a narrow sense is also
periodic. For an N ∗ N image, the generalized Arnold transformation is not periodic, so the
number of permutations in the algorithm can be selected between 1 and N.

4.3.2. Arnold Transform Permutation Recovery

Arnold permutations require the inverse of the matrix in the permutation algorithm,
and the matrices T and T−1 are taken as shown in Equations (14) and (15)

T =

[
1 a
b ab + 1

]
(14)

T−1 =

[
ab + 1 −b
−a 1

]
(15)

where, a, b are positive integers. The original coordinates (xn, yn) are obtained by applying
Arnold permutations to the transformed coordinates (x′n, y′n) as shown in Equation (16).[

xn
yn

]
=

[
ab + 1 −b
−a 1

][
x′n
y′n

]
mod(N) (16)

5. Experimental Results and Analysis

Ten sets of 3DMOP data in OBJ format were used as the original data to test the per-
formance of the algorithm. Table 1 shows the configuration of the experimental computer,
and Table 2 lists the basic attributes of the ten sets of data, including the number of vertex
coordinates, texture coordinates, and patch numbers.

Table 1. Experimental computer configuration.

Hardware
Specifications CPU System RAM Hard Disk Graphics

Card

Model
specifications

8 cores
2.9 GHz Windows 16 GB

DDR4 512 GB GeForce GTX
1650

Table 2. Basic information of the experimental data.

Model Number of Vertex
Coordinates

Number of Texture
Coordinates Polygon Count

M-1 409,363 517,477 812,385
M-2 434,616 544,407 862,869
M-3 306,074 369,923 607,361
M-4 354,881 447,715 702,367
M-5 214,421 270,264 424,207
M-6 411,733 522,175 816,387
M-7 364,746 447,715 723,858
M-8 263,998 333,056 522,892
M-9 303,368 383,885 600,056
M-10 452,311 577,170 897,153

Average 351,551 441,378 696,953
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When embedding watermarks into vertex coordinates, it is necessary to classify,
partition, or group the vertex coordinate data to enhance the robustness of the watermarking
algorithm [32]. Therefore, this article compared several clustering algorithms, and the
results are shown in Figure 6. Finally, the DBSCAN clustering algorithm was used to cluster
the vertex coordinate data to improve the robustness and stability of the vertex coordinate
watermark embedding algorithm.
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Figure 6. Results before and after clustering with different clustering algorithms, with different
colors representing distinct clusters. (a,f) show the clustering results before and after pruning using
the DBSCAN clustering algorithm, (b,g) represent the results before and after pruning with the
K-means clustering algorithm, (c,h) display the results before and after pruning with the mean-shift
clustering algorithm, (d,i) demonstrate the results before and after pruning using the hierarchical
clustering algorithm, and (e,j) showcase the results before and after pruning with the agglomerative
clustering algorithm.

The same data was processed before and after clipping using the same clustering
algorithm. The DBSCAN clustering algorithm showed minor change in clustering clusters
after clipping. Comparative analysis of the clustering clusters obtained by the clustering al-
gorithm showed that the DBSCAN clustering algorithm had less influence on the clustering
results after clipping, as shown in Table 3.

Table 3. Number of clusters before and after data clipping by different algorithms.

Clustering
Algorithm

Number of
Clustering Clusters
in the Original Data

Number of
Clustering Clusters
in the Cropped Data

Number of Identical
Clustering Clusters

DBSCAN 30 17 17
K-means 18 18 0

Mean-shift 13 6 1
Hierarchical 10 10 0

Agglomerative 10 10 0

5.1. Analysis of Imperceptibility

To quantitatively analyze the errors introduced by the model data before and after
embedding the watermark, three commonly used evaluation metrics can be employed.
These metrics include the Hausdorff distance, signal-to-noise ratio (SNR), and peak signal-
to-noise ratio (PSNR). These metrics facilitate a quantitative evaluation between the original
model and the watermarked model. The Hausdorff distance method is a commonly used
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method for comparing the similarity between two data sets. The Hausdorff distance
H(A, B) between the original data A and the watermarked data B was defined as shown
in Equation (17). The Hausdorff distance H(A, B) in Equation (18) is the single Hausdorff
distance from set A to set B, which first calculated the distance between each point ai
in set A and the point bi with the minimum distance from the point in set B, and then
sorted the calculated distance set. The maximum value in the sequence was taken as the
value of H(A, B). Equation (19) represents the calculation of H(B, A), which is similar to
Equation (18). The smaller the Hausdorff distance H(A, B), the smaller the error of the
model, and the better the imperceptibility of the watermark.

H(A, B) = max (h(A, B), h(B, A)) (17)

h(A, B) = max
a∈A

min
b∈B
‖a− b‖ (18)

h(B, A) = max
b∈B

min
a∈A
‖b− a‖ (19)

The original coordinates were considered as normal signals, and the data that changed
after embedding the watermark were considered as noise. The signal-to-noise ratio (SNR)
reflects the ratio between the strength of the normal signal and the noise, and the peak
signal-to-noise ratio (PSNR) can reflect the ratio between the maximum signal strength
and the noise strength. The larger the values of SNR and PSNR, the smaller the change in
the data caused by embedding the watermark, which indicates that the imperceptibility
of the watermark is better. The calculation methods of SNR and PSNR are shown in
Equations (20) and (21).

SNR = 10log10

(
∑N

i=0‖Zi‖2/∑N
i=0

∥∥Z′i − Zi
∥∥2
)

(20)

PSNR = 10log10

(
∑N

i=0‖Zi‖2/
1
N ∑N

i=0

∥∥Z′i − Zi
∥∥2
)

(21)

Using the above three parameters to quantitatively analyze the data before and after
embedding the watermark, the calculation results are shown in Table 4.

Table 4. Imperceptibility evaluation.

Model
Vertex Coordinates Texture Coordinates

SNR PSNR Haousdorff SNR PSNR Haousdorff

M-1 182.800 184.579 1 × 10−6 121.259 126.085 1 × 10−6

M-2 183.972 185.334 1 × 10−6 121.070 125.944 1 × 10−6

M-3 183.731 185.263 1 × 10−6 120.449 125.234 1 × 10−6

M-4 165.106 149.681 1 × 10−6 121.806 126.648 1 × 10−6

M-5 170.467 174.429 1 × 10−6 121.420 126.067 1 × 10−6

M-6 171.666 174.594 1 × 10−6 121.848 126.489 1 × 10−6

M-7 169.355 152.655 1 × 10−6 121.755 126.459 1 × 10−6

M-8 185.329 186.308 1 × 10−6 122.954 127.740 1 × 10−6

M-9 182.411 181.094 1 × 10−6 122.424 127.230 1 × 10−6

M-10 164.001 166.509 1 × 10−6 121.856 126.672 1 × 10−6

Average 175.884 174.045 1 × 10−6 121.684 126.456 1 × 10−6

The threshold for PSNR and SNR was typically set at 28, and when the value is greater
than 28, it is considered that the watermark performed well in imperceptibility [28]. In ten
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experiments, the mean PSNR and SNR values for vertex coordinate watermarking before
and after embedding were 174.045 and 175.884, respectively. For texture coordinate water-
marking, the mean PSNR and SNR values before and after embedding were 121.684 and
126.456, respectively. These values meet the imperceptibility requirements. Additionally, a
smaller Hausdorff distance implies greater dissimilarity between two sets. As indicated in
Table 4, this algorithm exhibits good imperceptibility.

5.2. Analysis of Imperceptibility

To verify the robustness of the algorithm, ten datasets were subjected to common
data attacks, and the algorithm proposed in this paper was applied to extract watermarks
from the attacked data. The normalized correlation (NC) value was used as a quantitative
evaluation of the extraction results [33]. NC was commonly used to measure the similarity
between two two-dimensional images. In this paper, the original watermark-containing
model and the extracted watermark information after attack were compared to reflect
the robustness of the research experimental results. Generally, a correlation coefficient
greater than 70% can be considered as indicating that the algorithm had a certain degree of
resistance to the attack [28]. The NC calculation is shown in Equation (22).

NC =
∑L

i=1 w(i)w′(i)√
∑L

i=1 w2(i)
√

∑L
i=1 w′2(i)

(22)

In Equation (22), w(i) is the original watermark data; w′(i) is the extracted watermark
data after the watermark attack; L is the length of the watermark sequence. The threshold
value selected in this article was 0.8. When the NC value is greater than this value, it is
considered that the watermark robustness is strong. Compared with the two-dimensional
model, the attack methods for the 3DMOP were more complex and richer. In this study,
common operations such as translation, cropping, rotation, noise attack, and simplification
attack were used to perform attack experiments on the model.

5.2.1. Watermark Extraction from the Unattacked Model

The embedded watermark data is a 48 × 48 pixel binary image. The watermark
extraction is performed on the unattacked 3D model data after embedding the watermark.
The extracted watermark information is shown in Figure 7. When the model data is not
attacked, the extraction result is consistent with the embedded image.
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5.2.2. Model Translation and Rotation

In the practical use of 3D models, operations such as translation and rotation are often
performed. Therefore, performing translation and rotation attack testing was a significant
factor in detecting the robustness of watermarking algorithms. In the experiment, the
watermarked data was translated as a whole, and the watermark was detected. The
results are shown in Table 5 where it can be seen that the watermark information can be
completely detected.

Table 5. Normalized correlation coefficients after translation and rotation attacks.

3DMOP
Translation (µ, Unit: meter) Rotate (θ, Unit: ◦)

1.5 3 15 3.25 30 90

M-1 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0

M-2 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0

M-3 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0

M-4 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0

M-5 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0

M-6 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0

M-7 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0

M-8 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0

M-9 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0

M-10 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0

Average NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0 NC = 1.0

5.2.3. Model Cropping

Watermark data was independently and repeatedly embedded in the data, so after
cropping the data, as long as some of the watermark embedding positions remain intact,
the watermark information can be detected. The experiment cropped the watermarked data
to different degrees, and the experimental results are shown in Tables 6 and 7. As shown in
Table 7, when the cropping ratio was 70%, the vertex watermark algorithm was affected to
varying degrees, but the copyright information can still be properly extracted; the texture
watermark algorithm was basically unaffected. The experimental results showed that the
algorithm in this paper was robust to cropping attacks.

5.2.4. Randomly Adding and Deleting Points in the Model

A fixed proportion of random addition and deletion points were attacked on the
model, with a random addition proportion of 10–30% and a deletion proportion of 1–10%.
The experimental results are shown in Table 8. After applying noise attacks to the model,
there was a certain degree of accuracy loss. The embedding feature selected for embedding
the vertex coordinates watermark is the distance between the feature point and the virtual
centroid. The coordinates of the virtual centroid depend on the coordinates of the feature
point, so the vertex coordinates watermark is not affected when a small number of point
clouds are added. When the proportion of point attacks exceeds 30%, the vertex coordinate
watermark NC value is less than 0.8, which is not robust to the attack, but still allows
for the identification of copyright information. Deleting points has a small impact on the
vertex coordinates watermark. The embedding feature selected for embedding the texture
coordinates watermark is the global feature, and the mapping relationship between the
texture coordinates and the watermark is a many-to-one mapping. Therefore, it is basically
immune to the image attack of adding or deleting points.
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Table 6. Normalized correlation coefficient after the clipping attack.

Cropping Ratio Cropping Locations NC for Vertex Coordinate
Extraction Results

NC for Texture
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Extraction
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Table 7. Normalized correlation coefficient after the clipping attack (ten sets of data).

Model
Cropping Ratio

30% 40% 50% 60% 70%

M-1

Vertex co-
ordinates 0.973275 0.973275 0.973275 0.978778 0.972987

Texture co-
ordinates 1.0 1.0 1.0 1.0 1.0

M-2
- 0.956968 0.951453 0.940324 0.894427 0.389943

- 1.0 1.0 1.0 1.0 1.0

M-3
- 1.0 1.0 1.0 0.994778 0.994778

- 1.0 1.0 1.0 1.0 1.0

M-4
- 0.9895285 0.989528 0.978945 0.978945 0.9574271

- 1.0 1.0 1.0 1.0 1.0

M-5
- 0.881917 0.881917 0.843274 0.843274 0.809663

- 1.0 1.0 1.0 1.0 1.0

M-6
- 1.0 1.0 1.0 1.0 1.0

- 1.0 1.0 1.0 1.0 1.0

M-7
- 0.984140 0.984140 0.99477 0.962513 0.945905

- 1.0 1.0 1.0 1.0 1.0

M-8
- 0.827743 0.801314 0.801314 0.801314 0.801314

- 1.0 1.0 1.0 1.0 1.0

M-9
- 0.957947 0.946484 0.946484 0.935414 0.935414

- 1.0 1.0 1.0 1.0 1.0

M-10
- 1.0 0.973610 0.973610 0.973610 0.940965

- 1.0 1.0 1.0 1.0 1.0

Average
- 0.957151 0.9501721 0.945199 0.934644 0.876500

- 1.0 1.0 1.0 1.0 1.0

5.2.5. Comparison of Similar Algorithms

As shown in Figure 8, the amplitude range of noise attacks is 0–1%. The algorithm
of Shang et al. [34] selects the distance from the point in the model to the center of the
model as the embedding feature, so the image affected by noise attacks is larger. Gong
et al. [28] select the ratio between the triangular network lines approximately perpendicular
to the ground as the watermark embedding feature. Zhang et al. [35] embed watermarks in
3D point cloud data based on redundant discrete wavelet transform and singular value
decomposition of the matrix, which is robust to noise attacks. The algorithm of this paper
selects the distance from the texture coordinate to the origin of the texture coordinate as the
embedding feature for the texture coordinate watermark and performs hash mapping. The
vertex coordinate watermark performs clustering on the point cloud before embedding,
and extracts feature points from the clustered clusters. Therefore, its robustness against
noise attacks is better than other algorithms.



Appl. Sci. 2023, 13, 13088 16 of 22

Table 8. Normalized correlation after the add–delete point attack.

Model
Random Addition of Points Random Deletion of Points

10% 20% 30% 1% 5% 10%

M-1

Vertex
coordinates 0.984140 0.956747 0.869417 0.973275 0.809885 0.687757

Texture
coordinates 1.0 1.0 1.0 1.0 1.0 1.0

Extraction
successful

√ √ √ √ √ √

M-2

- 1.0 1.0 0.989528 0.994778 0.994778 0.859990

- 1.0 1.0 1.0 1.0 1.0 1.0

-
√ √ √ √ √ √

M-3

- 1.0 0.994778 0.989528 0.994778 0.74579 0.298984

- 1.0 1.0 1.0 1.0 1.0 1.0

-
√ √ √ √ √ √

M-4
- 0.962851 0.957427 0.940965 0.929829 0.797130 0.381881

- 1.0 1.0 1.0 1.0 1.0 1.0

-
√ √ √ √ √ √

M-5

- 0.994428 0.960324 0.912949 0.918936 0.849836 0.781735

- 1.0 1.0 1.0 1.0 1.0 1.0

-
√ √ √ √ √ √

M-6

- 1 0.994778 0.994832 1 0.993832 0.989743

- 1.0 1.0 1.0 1.0 1.0 1.0

-
√ √ √ √ √ √

M-7

- 0.978720 0.911909 0.888523 0.978720 0.870571 0.361986

- 1.0 1.0 1.0 1.0 1.0 1.0

-
√ √ √ √ √ √

M-8

- 0.978778 0.989473 0.984140 0.989473 0.811472 0.65748

- 1.0 1.0 1.0 1.0 1.0 1.0

-
√ √ √ √ √ √

M-9

- 0.994778 0.984469 0.946484 1 0.823823 0.628899

- 1.0 1.0 1.0 1.0 1.0 1.0

-
√ √ √ √ √ √

M-10

- 0.992192 0.912870 0.872018 0.677003 0.456435 0.204124

- 1.0 1.0 1.0 1.0 1.0 1.0

-
√ √ √ √ √ √

Average

- 1.0 1.0 1.0 1.0 1.0 1.0

- 0.988588 0.966277 0.938838 0.945679 0.815355 0.585258

-
√ √ √ √ √ √
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Figure 9 shows the correlation coefficients of different algorithms after the cropping
attack. The amplitude range of cropping attack is 10–40%. The algorithm of Shang et al. is
more vulnerable to cropping attacks [34], while the algorithm of Wang et al. [27] selects
the height value for sorting of point clouds in the 3D model as the watermark embedding
feature. Therefore, the impact of cropping attacks on the algorithm of Gong et al. [28],
the algorithm of Wang et al., and the algorithm of Zhang et al. [35] is relatively small in
some areas. In this algorithm, the vertex coordinates are processed through clustering and
feature point extraction, which has strong robustness against cropping, and is superior to
similar 3D model spatial watermark algorithms. It maintains the same level of robustness as
frequency domain algorithms. The embedded features in the texture coordinates establish
a multi-to-one mapping relationship with the watermark data, so it is basically not affected
by cropping, which is superior to other watermark algorithms.
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5.3. Security Analysis

The Arnold scrambling algorithm based on the spatial domain achieves the purpose
of encrypting images by changing the spatial position of pixel points and destroying the
spatial position correlation of adjacent pixel points. As can be seen from Figure 10, after the
algorithm scrambling, the information of the original image is completely hidden, and a
good scrambling effect is visually achieved. The key space size of the Arnold permutations
algorithm is related to the parameters a and b and the number of permutations. The selec-
tion of parameters a and b and the number of permutations has relatively few restrictions,
and selecting appropriate values can ensure security of the image encryption. In certain
cases, adjustments can be made as appropriate.
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5.3.1. Mean Squared Error

The similarity between the pre-encrypted image and the post-encrypted image is
compared by calculating the mean squared error (MSE). MSE is a widely used quantitative
metric in image processing and computer vision that measures the degree of difference
between two images. The difference values of corresponding pixels in the two images are
squared, and then the average of all squared difference values is taken. The mean squared
error calculation is shown in Equation (23):

MSE =
1
N ∑

(
P(i,j) − P′(i,j)

)2
(23)

N signifies the total pixel count within the image. P(i,j) represents the pixel value at
the original image’s location (i, j), while P′(i,j) denotes the pixel value at the corresponding
position i, j in the encrypted image. A smaller MSE indicates a higher similarity between
the images. Conversely, a larger MSE implies greater dissimilarity between the images.
According to Table 9, the MSE in this algorithm indicates a significant difference between
the original and encrypted images, affirming the effectiveness of image encryption.

Table 9. Mean square error before and after image encryption.

Model MSE

M-1 102.75754
M-2 104.24337
M-3 95.72083
M-4 102.57641
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Table 9. Cont.

Model MSE

M-5 102.65943
M-6 101.45861
M-7 102.39607
M-8 90.54710
M-9 96.78182
M-10 102.92381

Average 100.2065

5.3.2. Structural Similarity

The Structural Similarity Index (SSIM) is a widely utilized quantitative metric in the
domains of image processing and computer vision.

SSIM(X, Y) =

(
2 ∗ µx ∗ µy + C1

)
∗
(
2 ∗ σxy + C2

)(
µ2

x + µ2
y + C1

)
∗
(

σ2
x + σ2

y + C2
) (24)

In Equation (24), X and Y respectively denote two images, µx and µy represent the
mean luminance of these two images, σx and σy represent their luminance variances, and
σxy denotes the luminance covariance between the two images. The constants C1 and C2 in
the formula are typically set as: {

C1 = (k1 ∗ L)2

C2 = (k2 ∗ L)2 (25)

In Equation (25), k1 is a small positive constant (typically 0.01), k2 is another small
positive constant (typically 0.03), and L represents the dynamic range of pixel values (for
8-bit images, L = 255). By assessing the similarity of images in terms of luminance, contrast,
and structure, a comprehensive similarity metric is obtained, ranging from 0 to 1. A higher
SSIM value closer to 1 indicates greater similarity between the two images, while a value
closer to 0 suggests more significant dissimilarity. The experimental results are shown in
Table 10. The SSIM mean value of ten sets of data is 0.01, which is significantly different
from the original image and can serve as an encryption method.

Table 10. Structural similarity before and after image encryption.

Model SSIM

M-1 0.0136642
M-2 0.0070133
M-3 0.007334
M-4 0.005984
M-5 0.021913
M-6 0.022779
M-7 0.0080442
M-8 0.01073335
M-9 0.00992666
M-10 0.0221195

Average 0.0129511

5.4. Efficiency Testing

The embedding time of watermarking under the same device is shown in Table 11.
The embedding time of the vertex coordinate watermarking algorithm is slightly longer
than that of the coordinate watermarking algorithm, but both algorithms can embed the
watermarking within one minute.
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Table 11. Time required for watermark embedding.

Model
Number of

Vertex
Coordinates

Vertex
Coordinates
Watermark

Number of
Texture

Coordinates

Texture
Coordinate
Watermark

M-1 409,363 54.738214 517,477 15.169614
M-2 434,616 43.703921 544,407 9.550489
M-3 306,074 29.185463 369,923 15.143082
M-4 354,881 48.079023 447,715 13.318522
M-5 214,421 20.260518 270,264 7.458641
M-6 411,733 44.232667 522,175 14.5824425
M-7 364,746 50.468684 447,715 12.992846
M-8 263,998 28.209486 333,056 9.155057
M-9 303,368 40.457431 383,885 11.133360
M-10 452,311 53.368458 577,170 16.566770

Average 351,551 41.27039 441,378 12.50708

6. Discussion

Compared to traditional 3D model watermarking algorithms, this article improves the
current 3DMOP security protection method through the collaborative application of digital
watermarking and data encryption, and further expands its application scope.

Compared with traditional 3D model watermarking algorithms, this paper uses clus-
tering algorithms to group vertex coordinate data and perform multiple embeddings of
vertex coordinate watermarks, improving the robustness of the vertex coordinate water-
marking algorithm. We chose texture coordinates, which are rarely used in traditional
watermarking algorithms, as the target for watermark embedding. Texture coordinates are
used to determine how texture maps on the model surface are mapped to geometric coordi-
nates and are less affected by watermarking attacks such as cropping, rotation, and point
deletion. Experimental results show that texture coordinate watermarking can effectively
resist various common attacks. In the past, research on oblique photography 3D models
focused more on embedding copyright information, ignoring texture image data. Texture
image data contains rich privacy information, including license plate numbers, advertising
logos, face recognition data, and detailed information about surrounding buildings. There-
fore, algorithm encryption is used to improve the security of texture data and ensure that
sensitive information is not leaked by unauthorized access.

However, some aspects of the algorithm in this article still need further research
and resolution. For example, for vertex coordinates, when performing common model
watermark attacks, the sensitivity of different regions of data varies depending on the
same proportion of point deletion and cropping. The different regions of action also have
different results in extracting the vertex coordinate watermark. The 3DMOP data may
undergo a data format conversion during use, but the watermark embedded in the texture
coordinates will change after the 3D model format conversion, making it impossible to
extract the copyright information normally.

In subsequent research, we will conduct in-depth research on the above issues, such
as whether it is possible to modify the clustering algorithm to make the clustering clusters
evenly distributed and not affected by common watermark attacks, further improving the
robustness of watermark cropping/deletion; we will further study how to fully extract the
texture coordinate watermark after the 3D model format conversion, thereby effectively
improving the robustness of the texture coordinate watermark algorithm; when conducting
security analysis on encrypted images, the structural similarity index can be evaluated in
combination with the Diophantine equation fuzzy set.

7. Conclusions

In response to the copyright ownership and privacy information leakage issues faced
by 3DMOP, a security protection strategy for 3DMOP is proposed. The security protection
strategy for 3DMOP mainly consists of two aspects: (1) embedding of copyright informa-
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tion in 3D models. When embedding copyright information, vertex coordinates and texture
coordinates of 3D models are selected as embedding features for embedding separately.
Compared to traditional 3D model spatial watermarking algorithms, the vertex coordinate
watermark embedding algorithm in this paper improves the robustness of the watermark
algorithm by clustering point cloud data in the data preprocessing part to obtain clustering
clusters and extracting feature points in the clustering clusters. After common attacks on
3D models, the copyright information can still be completely extracted; using texture coor-
dinate information as an embedding feature is less common in related oblique photography
3D model watermarking algorithms. After embedding the texture coordinate watermark,
it is less affected by common watermark attack methods, and the robustness and imper-
ceptibility of the watermark algorithm are strong. Embedding copyright information in
both watermark embedding features enables complete extraction of copyright information
after one watermark embedding feature is attacked. (2) Encryption of texture information
in 3D models. Encrypted texture information is evaluated using MSE and SSIM, both of
which have high security. This method improves the current security protection scheme
for 3DMOP.

In future work, we will further study and optimize image encryption algorithms
to improve the efficiency of image encryption, solve the problem of texture coordinate
watermarking being prone to extraction failure after 3DMOP format conversion, and further
enhance the robustness of watermarking algorithms.
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